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1$ fefr, 27 ara^SR, 2009 

*fT.*FT,f*T. 778 ( 3 T).— 3 >s<to ^TT 3 lft|p)^, 2000 (2000 21 ) 3 >t 9 NT 

52 ^ *IW 3 TO 87 idW’fl ( 2 ) ^ fc) gRT 5 RtT Slf^ft 3 r?ft 3 ft* 

Wtwt sftjtof 3 t%wt (fttercfta ft<R, ^ aft* ftrn an? tj 4 *rft) fftzw, 2003 

g>r ^ ^rcfr ^ f%3w arteicr f?, ftr% 3ito*w ^ ^Jf^rr ft tit 3>*ft ft eft* 
w ft; *it§ 3 * arftoi sifaswui £ aim 3ft* 3 >t ft*T $> Pftftrft 3 ft* *raf 3 ft fftfft*JfftcT 3 >*ft <£ 
left? PinfclRsId fft^FT ft, 3 T«ltcT :- 


1 . ftfipci m aft* RitH-(i) fftqftf g>r ftter ^ aiftter 3Tfft$*DT (aim aft* ^*q1 
ft> ftcR, *ft aft* ft*T aRi fftftsr* dsn *t 3 ) fft^re, 2009 ft1 

(2) ft *^m ft iram 3ft ?rrft^ 3 ft ftift 1 

2. Mftnwrft- (1) fft^ftr ft,- v 5 nt <T 3 > fft> ftctf ft armr aiftfe * ftr- 

(35) "srf^r^r' ft ^tt tftefrfftsft aftftfft^H 2000 (2000 21) 3 ftftftd ft; 

(^) "*tt 5 ** «n8p ft aftirf^Rm ^ sn*T48*3ft stow ( 1 ) 3> aiftfa *«nfft?r * 1154 * 

anftn arfawr ariftto ft ; 

(*) “aim 1 'ft artftfft^rc 3ft m 49 3* aiftto Pr^fa /srto aife 3 >*«r m aim 

arfftfccrft; '"' 1 - > -" iV '"_’■ ' ^ ' 

(sr) “?mQ“ ft aftftfftzm ^>t ot*t 49 3 > aiftfa falser *n? 3 * ai#?r a?te*oi *3 w 
ari^ti 

(2); v^T *pft aft* *^r ^ v*t f^Rpft Ti 5 Rp<T ft aft* Mf^nf^tT ^rftf ft 1%5 3T ^ lw 
ft ft, 3 m: crft! 3^ ftift, oft aif^m ft ft 1 

3855 Gf/2009'- (i) 
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3" fa* H#- (l) 3TEZP5T fay TORT fa ftRT fteR fay nfa TOcf ffay unfa, fa ^?T5RT fa 
ytffa fa fasfair #, ffarfa fapfa ft yrftt srcjfftsny ftt £, fafa ?<tor f: 

TT% wrf^ltcr, 3FZT3T TO yrTOR fa RW ft ffafa fa cZjf^T cpfl fft^ffa fa TO17 ft, fa RttftR 
^Rurr to ffayft rw ^jitocui fa Rnrofayr fa yro ft ft<Trfft< 2 d fair t to fa faftta rtor to ffayft 
tf»s yryfay fa afan faro fa fftfa f3ir t fay fa ftro. vjtoh, siror# ’Tffarfftfft 3 fftfaro> fa 
sttor fa yrc fa ffa# fadiPi^Ri yrofa to 3?rj etor fa p^racjt fa urt ^ y^r % ^ 

■to? ^ t to wa ^yfa tot ?cf>^K # w t, R*rrfyfaft ftfa itt tort fa faro ft fa faro 3 ttott 

3TTOI# faftfcfaftfft ft ffafaTOT fa atTOR 37TOT ffafa 3R? JTTOR fa fa<ilffa<fRf TOmfa fa, faft fa^ #, 
fa Rdfa fiKi fcTy TO $ in f^Ty Rift tfTcf #, TfTOR yrf^T fa TO 1 ? TOY fftTO v>ny«il : 

yy§ tot fay ffa faft ffafat >j=s3rtr tottoor in ffayft tos wni fa ^(PiffT RiTOftfa fa 
TOfafarfft 3R2T5T in tort fa w ft ffaro vsttctt I fa ftfa 3 tht«t in tort fa faro fa IftfaR fay 
faf ffaftR faftroyfa ft Rnrofafa cpft fajfat fa fare ft far wi irt wft fay ny fftftfa fa 3 t^tr 
faftt trro "sfa ^yr ftrocR fa ^ % to ffaro wyro i 

4. 3TO5T fay TORI ftfa Tf^fa tft fay ^ ^ff ’TRcT ^TWR ^ 3ffad 

3t 4-^R 3RTRRUT ^t, 3fR 3TR>f^ WCS $ TOT ^ HP; t I 

5. ify^ w& ^Tcn tntoi^- ^ef^ra, sfrst^far farm, tor sfR tftefiffaa 
totto, *nRn ?RcpR arsrer afty tort ^>r n^y <tr} ^ fay rto yrteT^ ^rm i 

6. ^RR HT Ufauftlfc- (l) ^ vd^dH TOITTTO m fafft TOT ^TFTTeRT ^TT ^ ^Rd RTFTnfi?f 
m nR?fty fa£r ^rt ^>rt tort, 3tszjst m tort ^ to r fa^r fam wrt t, <fr arf^mRor 3 
nf ^Rr to ^rt <b, fayr^ y? TOfar^, fartf ^ ^tjrr cfr cneft ^ fay tort 3 eft TOpfl 
csfty totrctt ■yfaofa^r (^tir ^rr) 'fam, i960 c& TO^tt gRT 'jft ynfad #mr i 

( 2 ) ynft 3 rt mroff ft, arosr afty tort wronft ^rfaarfa^ (’nyn) fftro, 1962 ^ to4^ 

sri ynfad ?tft l 

7 . URT 3 jty 3 f»rft- TOlf^ricl, 3 TRT 5 T in TORT, TO TO (fayfa 3 Rftd 3 Tfo<tRU| ft 

TOfat TORfft TOlfa TO 3Rft ^ TOR TOT ^ fay n| ^TRT ftt t) ITRT ■*&, ’fa, fajc^ 

TO^3ft eft yfajfR afty fyft tojr ^ 3rt nmfa ^ fay to# yft to torr #ft fa ’nyn rtor ^ yrfacj 
fa cTO^f i 

8. tgy£ UfRT fan41 d- 3TEIT5T fay TORT fy# URT ffaRR ^>7 TO# TOT TO TOTftfa TO?ft «ft fay 
FTOR#ft, fa TOycT TO^R eft yfffa fa 3F^R f I 

9. TOfR fa 3TTZT?T 3fty TOJRI ’TReT yRTOR ^ fafa fiKI ^TOft ffatfa TO etft ^ fay cTcTO^ 

yfd faroft fay snftfa ^ st^rr ^tefag> amny to troft ffanft to 3ft <£ fay ?tor #ft ! 

= .;’•■ 10 . tokr fiftywr TOn-aTKfR fay tort to# to to totot ffaron Rft ^ fay ?tor #ft fa 
defTTOT TO^RT ftcR fay fa# fteR 5TTR TOfft yfa fa#R RyefTO fa TOJ? TO' faftcfciRfa fa arj^R t I 





11 . ftfbm ft fa? aft* w&Q ^ 3 %^pici. 

ft fa? *3 rr ftft *fr ftft*r *?s>r w*«r: Wtf fora; i«54 ft ^ 

ftftir ? r s> r ^9wzi ?ftta fffrr 3# ft ^ Ww ai%*rtar A irw ^ ^gfonaft ft sift? ^ fts«ta 
ftsr (fafftcfflq qfaft) , fora, 1944 *sraftfor f i ,- s .^., r . it 

12. nsftfc ftNftUirf? ft* *ra«^raifofo. a^szra m ft w i^ft 3W|i ft«5 

tt?ot 3 >?ft ft ^t, ^r foift ft vimf^ srasi: jrw i aikiww 2 ft srcft qftftl? fttafttacn ftt fnraj ft^Tf 

3ft?M 3>W I : '= <&£•'>•"., ,4. *y Sl -y:‘<:"f; •.;.. “ — ';•■• 

13. faftn 3ft? 3RI fof ft* ftl®^ JWftfl ajfat. flfltfftjfa, aiefa 3? ?T<R3 ft W ft 3W4 

33 foptf ^ M 3 ^ ftft*f ?!?3»R ft ^ ft ^cR'ftwI ft*IT jft <*$ 

ftl^ t^T fofol ?JT 3T^T f%cT ?*?dT ft fa?*ft. 3*nfarfft 3RZJH W TO ft ?W ft v*Hft fcft V< 

Hfopr vrm *raft ft* wm^i ft l 

14. aifttra: gq#g-3fEzw 3ft? ’tKw ft* ftsr ft* ?raf ft ftft fora, fa?rft ftftf 3 I'T 

foift ft fttf ?ro wtfv foraT w ft fopfi ft sf^ir ft?r, «ft ?m§cs ta 3ft? ftcR 

ftft gift ftsfcj ?R3>R ft ‘3T 3lfomffttf ftr cTT^ f 1 

JR*? -1 

(forawftfo?) 

wfi? aftfa »fftrs>?*i ft aifjw/wtft ft fa? tc ft* ?rw wt vm 

$ ...•••.,- ^ 3 TKW/WTW (^rWTfttwft cJP; 3 $ ft) foj<HT 

fan ft ?irafoc& ft srfosiF t srctt ft 3ft? $pr ft* ftcn ft fft ft ?nss? aftfa 3ito?oT ft 

3 ^/^W ( 9 ?mw ft“ «ft 3 ftf ft) ft *W ft 3 R% giftaff <?»T 3 T?ftt 3 ft? fofo' 

ft. ’W 3T WTTcT, 3FJ^FT ^JT ft iW, 3ft? ^ 3fcf:3>?or ft I .,' 

( 3 T^/^^I W\ ; 11 M) 

flT$¥? 3lftB 3lR»«P<0| 

ai^l'is : 


wh : 


1TO*1-2 


(fftw 12 SfanO 

m&R «ftter ft awwwi ft ft fft? ftMter ftt *fw wr 

ft...,..... vft 3isrer/wgw (^w mw ftr ft ^ ^ ^ ft w ft 

fft^w fW ft ?To qfft *gi ft y fftgB 3>?cn ft 3ft? ^W? 3ft Wl ft?TT ft fft ft ^ fftTO. 3TEq^/^3^ 

f^TR ft fa? cfBT Wff 3JSJ3I TOftm ^ft iftftt aifftl 

3T oftftfft ftf, cR ft fa3T? Rftft ft ?W ft 3l?ft 3>ftcft ft ?TOeR ft fa? ftWI 3R?I 3(ftfa<J ft 

ft JR33T 31SRT 3WRTST ?9T ft ^ gift’d 3T 5T353 3# 3R^TT I 

^ - - ■ ■ ^ ’ ^ v, H1 ) 

v - ?IT§5R3|ft5! 3^3>?q 

: ' ’; • " r * " ; ' "’*'’ '•’ ’"""■ " s/:; V 


?6ift : 
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VRtR - 3 
(fom 13 

sfopi farfta *r ara flcT £ ^ 

4.vsjt anftcT 3rfir^i arerar/^rc^ (vrer *n*T '<me $ ^ 

eTT^^t t) ^ 3 fHT $ TTferf ^m £ 3J%TH M f ^ 4 ^ * ^ IT ^ 

m 3T^T f|tT ^3cfT ^ H Ufa* 3 ^TTT ^TT^T 3Tf^>T^T 3> 3T£ZJ£T/^W (\J^I 

ifjTy git 35TcI <f yft cTT 7 ^ t) ^?T ^k*T T? yfcT^cT 5PTT3 cfft ^TI^iT Bt I 


(arera/^fOTO cm -nn) 
^n$~«rc anftci aito^i 


: 

’ [TT. 9( 16)/2004 i.T$. | 

Tfo Trent, fTf^ 

MINISTRY OF COMMUNICATIONS AND INFORMATION TECHNOLOGY 
(Department of Information Technology) 

NOTIFICATION 

New Delhi, the 27 th October, 2009 

G.S.R. 778(E)— In exercise of the powers conferred by clause (r) of sub-section (2) of 
Section 87, read with section 52 of the Information Technology Act 2000 {21 of 2000), and in 
supersession of the Cyber Regulations Appellate Tribunal (Salary, Allowances and other terms and 
conditions of service of Presiding Officer) Rules, 2003, except as respects things done or omitted to 
be done before such supersession, the Central Government hereby makes the following rules 
regulating the terms and conditions of the service of the Chairperson and Members of the Cyber 
Appellate Tribunal, namely:-- 

1. Short title and commencement—(1) These rules may be called the Cyber Appellate Tribunal 
(Salary, Allowances and Other Terms and Conditions of Service of Chairperson and Members) Rules, 
2009. 


(2) They shall come into force on the date of their publications in the Official Gazette. 

2. Definitions.— (1) In these rules, unless the context otherwise requires,— 

(a) “Act” means foforramboftF^oolwiology Act, 2000 (21 Of 2000); 

(b) "Cyber Appellate; Tiibonfcl'bflBeans the Cyber Appellate Tribunal established under sub¬ 
section (1) of. section 4& oMhfeAct: 

(c) ^Chairperson" maans the'Chairperson of the Cyber Appellate Tribunal appointed under 
section 49 of the Act; 

(d) "Member" means theMambee^of the Cyber Appellate Tribunal appointed under section 49 
> of the Act; 


(2) All other words and expressions^used and not defined in these rules but defined in the Act 
shad have the meanings respectwet^iMSigfled to them in the Act. 

3. Salary and allowances.— (1) The Chairperson and the Member shall be paid such salary and 
allowances, as are admissible to a Secretary to the Government of India, including all the benefits that 
a Secretary is entitled to; 


IHMM 
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Provided that in the case of appointment of a person as the Chairperson or the Member, as 
the case may be, who has retired as a Judge of the Supreme Court or a High Court or who has retired 
from service under the*Central Government or a State Government and who is in receipt of, or has 
received, or has become entitled to receive any retirement benefits by way of pension, gratuity, 
employer's contribution to Contributory Provident Fund or other forms of retirement benefits, the pay 
of such Chairperson or the Member, as the case maybe, shall be reduced by the gross amount of 
pension or employer's contribution to the Contributory Provident Fund or any other form of retirement 
benefit, if any, drawn or to be drawn by him: 


Provided further that in case a retired Judge of a Supreme Court or a High Court is appointed 
as the Chairperson or the Member, as the case maybe, the terms and conditions of service of such 
Chairperson or Member shall be in accordance with the instructions issued by the Ministry of Finance 
in respect of appointment of Judges to various Tribunals and in consultation with that Ministry. 


4. Leave.— The Chairperson and the Member shall be entitled to leave as are applicable to the 
Secretary to the Government of India in respect of earned leave, half pay leave, extraordinary leave, 
commutation of leave and casual leave. 


5. Leave sanctioning authority.— the Secretary, Department of Information Technology, Ministry of 
Communications and Information Technology, Government of India, shall be the authority competent 
to sanction leave to the Chairperson and thoMember. 


6. Pension or Provident Fund.— (1) In case a serving Judge of the Supreme Court or a High Court 
or a member of the Indian Legal Service is appointed to the post of the Chairperson or the Member, 
the service rendered in the Tribunal shall count for pension, to be drawn in accordance with the rules 
of the service to which he belongs, and he shall also be governed by the provisions of the General 
• Provident Fund (Central Services) Rules, 1960. 


(2) In aH other cases, the Chairperson and the Member shall be governed by the provision of 
the Contributory Provident Fund (India) Rules, 1962. 

7. Travelling and daily allowances.— The Chairperson or the Member, as the case may be, while 
on tour(including the journey undertaken on the expiry of his term in tie Tribunal to proceed to his 
home town) shall be entitled tothetravelHng allowance, daily allowance, transportation of personal 
effects and other similar matters at the same rates as are applicable to the Secretary to the 
Government of India. 

8. Leave bevel concession.—The Chairperson and the Member shall be entitled to avail leave travel 
concession at the same rates as are admissible to the Secretary to the Government of India. 


9. Facility of conveyance.— The Chairperson and the Member shall be entitled to hire a taxi on 
whole time basis in accordance with the ruies or orders for the time being in force for hire of taxi by 
the Secretary to the Government of India. 

10. House rent allowance.—The Chairperson and the Member shall be entitled to house rent 
allowance at the same rate as are, for the time being, admissible to Group A’ officers of the Central 
Government drawing equivalent pay and grade pay. 

11. Facflttfeefor medical treatment— The Chairperson and the Member shall be entitled to medical 
treatment and hospitai facilities, as provided in the Central Government Health Scheme Rules, 1954 
and in places where the Central Government Health Scheme is not in operation, the said Chairperson 
and the Member shall be entitled to the facilities as provided in the Central Services (Medical 
Attendance) Rules, 1944. 

12. Oath of office and secrecy.— Every person appointed as the Chairperson or the Member, as the 
case may be, shall, before entering upon his office, make and subscribe an oath of office and 
secrecy, in Form I and Form tt respectively annexed to these rules. 
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13. Declaration of financial or other interest— Every person, on his appointment as the 
Chairperson or the Member, as the case may be, shall give a declaration in Form III annexed to these 
rules, to the satisfaction of the Central Government, that he does not have ariy such financial or other 
interest as is likely to affect prejudicially his functions as such Chairperson or the Member, as the 
case may be. 


14. Residuary provision.— Any matter relating to the conditions of service of the Chairperson and 
the Member with respect to which no express provision has been made in these rules shall be as per 
the rules applicable to the Group 'A' officers of the Central Government drawing equivalent pay and 
grade pay. f 

FORM -1 
(See rule 12) 

Form of Oath of Office for the Chairperson/Members of the Cyber Appellate Tribunal 

I,_, having been appointed as the Chairperson/Member ( cross out 

portion not applicable) do solemnly Vfirm and do swear in the name of God that I will faithfully,and 
conscientiously discharge my duties as the Chairperson/Member (cross out portion not applicable), of 
the Cyber Appellate Tribunal, to the best of my ability, knowledge and judgement, without fear of 
favour, affection or ill-will. 

Dated: 

Place: (Name of the Chairperson/Member) 

CYBER APPELLATE TRIBUNAL 


FORM - li 
(See rule 12) 

Form of Oath of Secrecy for the Chairperson/Members of the Cyber Appellate Tribunal 

I,_, having been appointed as the Chairperson/Member ( cross out portion not 

applicable) do solemnly affirm and swear in the name of God that I will not directly or indirectly 
communicate or reveal to any person or persons any matter which shall be brought under my 
consideration or shall become known to me as the Chairperson/ a Member ( cross out portion not 
applicable), of the Cyber Appellate Tribunal except as may be required for the due discharge of my 
duties as the Chairperson/ a Member ((cross out portion not applicable). 


Dated: 

Place: (Name of the Chairperson/Member) 

CYBER APPELLATE TRIBUNAL 


. FORM - III 
(See rule 13) 

Declaration against acquisition of any adverse financial or other interest 

I,_, having been appointed as the Chairperson/Member (cross out portion not 

applicable) of Cyber Appellate Tribunal, do solemnly affirm and declare that I do not have, nor shall 
have in future any financial or other interest which is likely to affect prejudicially my functioning, as the 
Chairperson /Member (cross out portion not applicable), of the Cyber Appellate Tribunal. 


Dated: (Name of the Chairperson/Member) 

CYBER APPELLATE TRIBUNAL 


[No. 9(16)/2004-EC] 
N. RAVI SHANKER, Jt. Secy. 
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l^rft, 27 3W^R, 2009 

arari*. 779(30 — 3 > 2 ta ^y» i < ^rt tfteitftTO afaftaa, 2000, <2000 m vi) <tft to 
54 TO WTO ( 3 ) d* am trffcd TO 87 TO adTO ( 2 ) ^ 15 % (9) TO Wd *lfoidl TO TO?# 1 ^ - 
aft? argg? aTOa aR i cfed*i (tid r #* afarofl dt 4 »<jnw ar oti^ 5 ?f#>dT) 

Pm. 2003 TO-a^ diTO ^ atom da# n?, f*r% arteaa ^ ^ f#mT w t ar ^ # 
cTO fTOn R*n t, PtHfotfad faaa toTO t, : ' 

1 . aftim am TO? arca - ( 1 ) ipr Prrot to ater arc ar?d? arfta 3Tf^^i (am 3fl? 
ad? 4 i ^ OitJWW dT 3 T?R* 5 adT ^> 3 F#TOT TO 3 Jf&d!) ftTO, 2009 t I 

(2) t <N1M3 # NTO3M TO cTTte TO TIfd #t I 

2. ifomuf- (1) PtTOi $, a? dd> aTO ?t 3RJSJT ait&d d ^t- 

(d>) "afaPma" ^ ?j*HT sfteftPt^t afaPmn, 2000 (2000 to 21) afTOa t .- 

(*3) "am" afaPrsa ^1 gM 49 # asfta Pi^chi ?wd? arficr afadaor l awt 
aMd t ; 

(n) "aftf#" ?t Pm 3 <# aaProa (2) atfta af#d dfc| Wife af^m t ; 

(tr) "adar ?t aPrPma TO m 49 i> aTOa PFjdd aT?d? sTOa a^rro^ to to 
af*Rd t; 

'TOSrroar aftPtaa TO to 48 TO aw?f ( 1 ) $ asfta anftd ar^a? a^lef 
aftdaa afTOd & t 

(2) \ 2 R aTO am tnTO 3 jk ^ at ft f%aat $ srgdd # Mftniftd a^f t f arc?i: 
<TO 3r«t ^r TO afaftaa # vfTO % 1 

3. ftreroTO TO aTO a m TO fed* afaf#- ( 1 ) aft TOTOa ama? to. ^srrt^rf%, am ar aro <fc 
^ vj^ a> fK^rt ^ tor ^ 4 >tow a a^Rfen g»T Prf^r ar^la aPT^f^d 

felled Rlchlijd TTOT aicft t tfT ffem TOftcf? ^5TT ! 

( 2 ) afe TOf^ aftaa ^ to^jr af^ram c£ «rft *r a^ro tott ai4?y* TOft § 
^ wh RicbRd ^r tfTft 3 rj wnft afld, at i\, Wife $ wish, tern *t 
at? aPrro^f cfr arM d>T a^^f <fc fcr? ^nft, at PiRfciter ^t Prrr Wft, a^td : 

(i) Wh aft? aR> fa*wd) Mf^Rsa Wt<nwi. - am ; 

(ii) ato, Pm. tot aaro - to ; 

(iii) at^d, f^Pr drR fem, fefe 3ft? ^m arora. tot ?i?<t>t? - a^ai 

' (3) aPrfcT a^ro aqpft jrf^ar 3ft? ^gfct m ferW Pm 4 dt 3Rt-T 

ftranrororf ^>t ?TT 5 zr aPtfcrf^d TOrr 3 ft? ^ft aroft aw toh, at ^rm dt ?rarTcR ?t ^ 
t, af^feR ?t a^ar 1 

(4) aPrtct ^?ft smfSr ^ Wk, at a^fci to to PrPm f^Ptf^a dft an|; 3 rot Pt^^ t 
asjTaaa?ft?r ^i^qfcr drt ^d a^ft 1 

4. -auj T tft yi to am f^n aFn - (1) ufe a^rfcf 3>t, Pm 3 £ (4) ^ 3 Rtd aPtPi 

<T)t d?t affr ay w ?ia t f^>, aarf^tlcT, ama at adai dt ^tot? aT aaasJddr toft 
3 twji^mui d>t amdT ^ # am ^ IcR ^f^r^dd 3rmr? t dt d? tot d> dft, 

wd Wr ^ f^r? amaa anrom ^ f^aft rnn^ta d>r aaPtf^d dM TO a^m a?^ |? ^ fe&\ 
WW 1 
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(2) ^TfcT, 3TT^T 5RI, ^TRcT to mPPp gRT mRRfe RTRUcTO to mRmfto 

to (fato ^Rlft ^Rlto TOI WJimto*! g*gT W #) ton mto to 3TOT3H to fftm fftgnn nRftt 1 , 

( 3 ) miRm ( 2 ) to aton mrmto?r to Rrgftor to gnm, nanRtoft, 3ren«r m Rm?n to to 
uU^ft i 

(4) i\*2 Tfcl PlHfclRdtt to Xjn> 5TfcT mmtom to 3lftfftn mVft- 

(n>) wf^rfcT, 2JT RlgRRI to fftR^ 3TlM to ^ 3^3TWIT^R# n>T ; 

(R?) #ft n>T mTOT, nfe tot tt ; 3fR 
(*l) ton ft gftmt mfeftm gRmftm I 

( 5 ) mrfftnn ( 2 ) to 3T#r fftg<w ftft w nr 3ifftrRgn w to tom*, to rp^Ri 

gRF fftfftfe ftolT vFPT ton gft mW I 

(6) nnrRtoft, 3TKJ5T m Rimm to ftft TO to toeR to f^ mTnrftto SRI 
fft>m njm, 5rfcRSTT <f>T fcrf&cT n>»H SR^T n>to mi gftoigmi 3TT?R ftm «rtW I 

( 7 ) v5r^t ng 3tfftn>Rra fftmr wtfe, nmfftnfft mm m w ffttot mftRm nr rnnRim 

3RRter to gm^T 3TOft qg to mftto cJ5T Rf%q nmft ft 3Rimft t 3lk 3lfftmnn ft 

?m>R ton *m t, ngi mmtosr, ftft Rrftom tot grcr ( to ?rt ntonm to to gw 
Rrgnn ton ntm, nmf^jfft, ararar m Rmw to Rfftototo totan to to ^r<R«n nm mtom afR 
nmRtoft, 3Rzrar m ^rt ftft to to tom?, to ^ fftfftn mrototo gin toto ton nrm. Tto 
to to fftftoton totan to to jr^ct tom i 

(8) ftotomT tot, ntoftftft aiarst nr mrm sft to Rrftoft^ Tftan tom uft 3 ttci?t^ 
RRfft to mrmtor to Rqt^ ^tor toto tot Rn '<*m armr^m to ^ to 
nto^iRt. araitf m Tfg^i to ng m? to Tto ^ 3tom mmft t, tor ! 

(9) to nrnRto 547 to Rritofts mto ^ ?~<tfR ^n ?. ^i'I 

ftoton $r£ gm arm^m mto am?, eft to mimtoi to Rto, ^Tift totan to <f>$ni 
mto Rrft mto ^r, -nsnl^fcr, sthist m ft ftom to ftm to ftto 

Rto to tot tr 7 ^ mwRwr Rtton fto ^Eqa{ m w ftto ??rftR^ w m ; (Ri^ 

attorn ^ w t, to vjMfftifn ( 4 ) ^ to (m) ft tom torft to ng ft arffttom to ni § i 

( 10 ) mtoto, mnRtoft .war m ftt fto^t matn 3jR fftfto.Rn <3^4 to Rft4 mr. 

to toft ft!, fftm? mto to mr-mr ^nRrmr ( 4 ) to ^ (m) ft fftfftm anftto to mr '*1 RiRtoi 
Rttom 3fk ftft mtot ft, mto^rfft arojat m ra to wftoen <m -rm fftferf maj-t mrrjit ^i 
gftotgmi 3 Tcjrtr fftm amm i 

( 11 ) toftm RRcbiR ^ rtwr to ftoto ^fft^ift m ftoto ato^mn to mrato^n to rito, 
^jsnffttoft, an^at m RmP3 to fft^ tou jngn mto to fftm fftgmr toto i 

( 12 ) ^rto toton RTRcniR ft ftoto afttomn to mrmftter to Rinat 3mm HRm nRgn ‘^to to 
fftm fftgmi ftom ft ggt, mnf^ifftr, 3tt2iai m to to BRito grcr «rh fftm m fftwfl 

3ffft4cKn gwi 3mm hihch sr^ct mto to arg^n to mnpff I 

5. T'f fftnto to aidtn Mtm a>^ to fftm fftmton min (mrRito to irrfftfR irhi erm nrctom ftvi 
rnmn) 3tfftfftnn, 1972 m mg tom- fftmfttn ton Rnfaim to gifto mRim tmi OTrtor ft?j mmi) 
atorRmn. i 972 (1972 mr 18) to mrftn Rraftf to at ton to nft min to nto ymin <mg toft, toft ft 
fftmton toto to eng tom't 1 

6. mwrto^i to sjiRrwi- rnimtom, Riftot toftrni tofftm. 1908 (1908 mt 5 ) ft 3Tfftto^m toftmi 
to 3nmg nto tom, fftig ftmfftm mm to Rr^ito to mfttoftm to j n 3 #r nft 3mto yftom to, Rinto 
torftet ton to to 3 ft? to fftmt mrnr to t, fftffttoftn mto to ^ito 1 


i« 1 
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7. araw zn to sst facw=r.- ^qfct, a % f^?ft ^TcT ft? *ft zfa tot <& 

3TffIR '<hl$<?l4 W wfcPfcol Wm ^ fa^T, 3?lM «£t «rff A 

3i|t|cn<<u| ^f>, ^Wlf^fcT ^T 3JSJH 3ft 'Mcjfif ^ fv»RT?fr fS)^ %5>RIcT 3p^Gfuj Z1T WTxT ^ £ r 
f^Tctf^cT ?m I 

8. Ptaf* »WT.- Rei*nniJH Wf^jfcT, 3THW TJ\ f^g% ^ ^ 

^t $ *trct <& Trf^r ^ f^ afa 3n^?fi <fc m^rn fan ^mpir i 

9 frte.- &*m ^nf^r £ *vm% -«mv$to tit fttft jrcga aMi, fa*/} 
3nM wc^O) ^ wr *T \3*T$ ftwT 3ft? fat* ^Roff 3>7, ^TPfeT *K ^ ^f fe pjfi ^T, ^ 

<ff* TPT^f, ^ER f?FTT | ’ 


[U 9 ( 16)/2004 i^t I 
Tp. 7fa #R, ^8 

NOTIFICATION 

New Delhi, the 27* October, 2009 

G.S.R. 779(E). — In exercise of the powers conferred by clause (s) of sub section (2) of 
section 87, read with subsection (3) of section 54 of the Information Technology Act 2000 (21 of 
2000), and in supersession of the Cyber Regulations Appellate Tribunal (Procedure for Investigation 
of misbehaviour or Incapacity of Presiding Officer) Rules, 2003, except as respects things done or 
omitted to be done before such supersession, Central Government hereby makes the following rules, 
namely:— 

1. Short title and commencement. — (1) These rules may be called the Cyber Appellate Tribunal 
(Procedure for Investigation of Misbehaviour or Incapacity of Chairperson and Members) Rules, 2009 

(2) They shall come into force on the date of their publication in the Official Gazette. 

2. Definitions.— (1) In these rules, unless the context otherwise requires,— 

(a) "Act" means the Information Technology Act 2000 (21 of 2000); 

(b) "Chairperson 1 ' means the Chairperson of the Cyber Appellate Tribunal appointed under 
section 49 of the Act; 

(b) “Committee" means a Committee constituted under sub-rule (2) of rule 3; 

(c) "Member" means the Member of the Cyber Appellate Tribunal appointed under section 49 of 
the Act; 

(d) “Tribunal" means the Cyber Appellate Tribunal established under sub-section (1) of section 48 
of tee Act. 

(2) All other words and expressions used but not defined in these rules shall have the 
meaning respectively assigned to teem in the Apt. 

3. Committee for investigation of complaints.— (1) If a written complaint, alleging any definite 
charges of misbehaviour or incapacity to perform the functions of the offices in respect of the 
Chairperson or the Member, as the case maybe, is received by the Central Government, it shall make 
a preliminary scrutiny of such complaint. 

(2) If, on preliminary scrutiny, tee Central Government considers it necessary to investigate into the 
allegation, it shall place the complaint together with other material as may be available, before a 
Committee consisting of the following officers to investigate tee charges of allegations made in the 
complaint, namely > 
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(i) the Secretary (Co-ordination and Public Grievances) in the Cabinet Secretariat, Government 
of India - Chairman; 

(ii) the Secretary, Department of Information Technology, Government of India - Member; 

(iii) the Secretary, Department of Legal Affairs, Ministry of Law and Justice, Government of India 
-- Member. 

(3) The Committee shall devise its own procedure and method of investigation, which may include 
recording of evidence of the complainant and collection of material under rule 4, which may be 
relevant to the conduct of inquiry. 

(4) The Committee shall submit its findings to the President as early as possible within a period that 
may be specified by the President in this behalf. 

4. Judge to conduct inquiry.— (1) If, the President, on receipt of the report of the Committee under 
sub-rule (4) of rule 3, is of the opinion that there are reasonable grounds for making an inquiry into the 
truth of any imputation of misbehaviour or incapacity of the Chairperson or the Member, as the case 
maybe, then, he shall make a reference to the Chief Justice of India requesting him to nominate a 
Judge of the Supreme Court to conduct the inquiry. 

(2) The President shall, by order, appoint the Judge of the Supreme Court nominated by the Chief 
Justice of India (hereinafter referred to as the Judge) for the purpose of conducting the inquiry 

(3) Notice of appointment of the Judge under sub-rule (2) shall be given to the Chairperson or the 
Member, as the case may be. 

(4) The President shall forward to the Judge a copy of— 

(a) the articles of charges against the Chairperson or the Member, as the case maybe, and the 
statement of imputations; 

(b) the statement of witnesses, if any; and 

(c) material documents relevant to the inquiry 

(5) The Judge appointed under sub-rule (2) shall complete the inquiry within such time or further time 
as may be specified by the President. 

(6) The Chairperson or the Member, as the case maybe, shall be given a reasonable opportunity of 
presenting a written statement of defence within such time as may be specified in this behalf by the 
Judge. 

(7) Where it is alleged that the Chairperson or the Member, as the case maybe, is unable to discharge 
the duties of his office efficiently due to any physical or mental incapacity and the allegation is denied, 
the Judge may arrange for the medical examination of the Chairperson or the Member, as the case 
may be, by such Medical Board as may be appointed for the purpose by the President and the 
Chairperson or the Member, as the case may be, shall submit himself to such medical examination 
within the time specified in this behalf by the Judge. 

(8) The Medical Board shall undertake such medical examination of the Chairperson or the Member, 
as the case may be, as may be considered necessary to and submit a report to the Judge stating 
therein whether the incapacity is such as to render the Chairperson or the Member, as the case 
maybe, unfit to continue in office. 

(9) If the Chairperson or the Member, as the case maybe, refuses to undergo such medical 
examination as considered necessary by the Medical Board, the Board shall submit a report to the 
Judge stating therein the examination which the Chairperson or the Member, as the case maybe, has 
refused to undergo, and the Judge may, on receipt of such report, presume that the Chairperson or 
the Member, as the case may be, suffers from such physical or mental incapacity as is alleged in the 
article of charges referred to clause (a) of sub-rule (4). 
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(10) The Judge may, after considering the written statement of the Chairperson or the Member, as the 
case maybe, and report of the Medical Board, if any, amend the article of charges referred to in 
clause (a) of sub-rule (4) and in such case, the Chairperson or the Member, as the case maybe, shall 
be given a reasonable opportunity of presenting a fresh written statement of defence. 


(11) The Central Government shall appoint an officer of that Government or an advocate to present 
the case against the Chairperson or the Member, as the case may be, before the Judge. 

(12) Where the Central Government has appointed an advocate to present its case before the Judge, 
the Chairperson or the Member, as the case maybe, shall also be allowed to present his case by an 
advocate chosen by him. 


5. Application of the Departmental Inquiries (enforcement of Witness and Production of 
Documents) Act, 1972 to Inquiries under these rules.— The provisions of the Departmental 
Inquiries (Enforcement of Witness and Production of Documents) Act, .1972 (18 of 1972), shall apply 
to the inquiries made under these rules as they apply to departmental inquiries. 


6 . Powers of Judge.— The Judge shall not be bound by the procedure laid down in the Code of Civil 
Procedure, 1908 (5 of 1908) but shall be guided by the principles of natural justice and shall have 
power to regulate his own procedure including the fixing of places and times of his inquiry. 

7. Suspension of Chairperson or Member.— Notwithstanding anything contained in rule 4, and 
without any prejudice to any action being taken in accordance with the said rule, the President, 
keeping in view the gravity of charges may suspend the Chairperson or the Member, as the case may 
be, of the Tribunal against whom a complaint is under investigation or inquiry. 

8 . Subsistence allowance.— The payment of subsistence allowance to a Chairperson or the 
Member, as the case may be, under suspension shall be regulated in accordance with the rules and 
orders for the time being applicable to a Secretary to the Government of India belonging to the Indian 
Administrative Service. 


9. Inquiry Report— After the conclusion of the investigation, the Judge shall submit his report to the 
President stating therein his findings and the reasons therefor on each of the articles of charges 
separately with such observations on the whole case as he thinks fit. 


[No. 9(16)/2004-EC] 

N. RAVI SHANKER, Jt. Secy 

arffercjERr 

^ feft, 27 2009 

780(3T).— VRcfrR 2000, . (2000 cf>l 21) ctft SJRi 

69 ^RRI (2) ^ ^TTSJ ETRT 87 vFTETRT (2) 735 (F) gRT Fgrl gq 

R^fclRsId t, 

1. qnm - (i) jpr Trter ftr TpFT (^xht aKRfci-r. 

ato foetid $ terq sfen sfR f^r, 2009 £ 1 

(2) % % WRFT <£\ 5 tfcT I 

2. hRhimh*- cR> % ^ 3RJ2IT artfftd q #- 

fa?) 2000 (2000 21) 3 Tftfrd t ; 

(?a) 'Rrmr' ^ ^rt m ftRft flfct ^ jrjrr 3if?i5rd t ato 

aroRtcr ttfr 3fr? TfaR ^ t ; 

fa) "trjr ferar ttter gF m-. ^h-u'iuh ffa? ^i\ 

efl^T, cTR, tcTR FT 3RF FTKR FF WltF 3 tMcT | ; 
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(*T) "W Wl[£|ehl'51 , ‘ Tt fanfelfcjcl 3Tf^rfrcT t ; 

(i) TRTOT gTO A ^SH9lldfl TO ; RT 

(ii) wrf^jfcf, tort totot rt mi tort frz ^tt $ ^ f^rpi to totor* 
(g) ”to^<r totot ^ 3Tf£rftror g?l tot 2 mnm ( 1 ) r> ws ( 3 ) 3 toijt Rfonf^T 

TO 3lM?T t; 

(r) "faij3R" ^ w 3 ^ foRft rTmrwj m 3 «iMk ^r. trkt ?t«; 

to ^cHirftwr gM to tot& ^i1«R gRr TOTforcfa qf^ro arf^ci t; 

(fj) "fa*]3R ^FTTT" ^ ftHfeffaci fcPJ RTtf ^RcfT 3 tMcF t :- 

(i) ’E? R> feKJ, tffaT cTTO RfR 3TpTRT TORT ; TO 

(ii) TJ3 ^£RRT TO f$T$\ 3 TImRtoIr ^TO TO! 1 

(\jf) ftt?r tT faror 3 ^ 3r#r Rrrft fim rto R>tf f^T 3 ?Mr t, fWi 

f4*J3H ^TvrfhlKTO cjrt - 

(i) TOtf 1^j3R WR TOt ; TO 

(ii) ^RRT ^ ^ fa»JgR ^TSTTOTT TOTR TORT R> feTTf f^^TcT f%TO TO t ; 

(?r) "f^3R ^ g>r| ^jr, toTr, to£r ?tto, Tyantf&H to ^tt rtT# si-r 

3trt 3iWcT t, f^rwT,— 

(i) tj3 ^rrt g> fc*q Tp to*; to 

(ii) TJ3 ^JRRT TO f^Rft RtHTRRT TW ^ TOl^TO^R 'flTO? RRF* ; 

^ feTV 5TR*R %TO TORT t :- 

(3T) "f^3R <pftTOTO" ^ cfJtt ^TOT cZjf^T 3lMcf £, v3Tt fcTTJ^T TOftft TOf^T TO 5PTT<Jt 3*1 

^ vJM^Vi TOJ3T t sfrr tuKi'cb i[ SFo55T *n 3m?gaT ^ixrr^ tt tt^ct *]3 to wracrdl 
cfT^r ^ ^ feTT f^lJS?T t ; 

(3) "^W" ^ arf^lTOT ^ £TRT 2 cfft 3WRT (l) ^ ^ (v) ^ W Tf^TT%l ^TOTT 3Tf^I^'d 

t: 

( 3 ) "3T?r^ tottt" ii, Ktmb ciiicb^i4> wr^r 3tfc ^yiicfl^ ^ ^?rflcr, ^ 

3Tcfg^3Tt TO TTTER ^ WflT gRT, fwRJcf) 3TcT% 3T?RhR ^ t, ^RT JH 3?R 

3R^ 3?f*5ta f^R^T % T?T ^TOT ^ ^T5T^ SITR 3Tcl ^ 3TT?rft3 UM cf,^> 

3Tc[ ^ f^TR f^v?ft cZjf^T ^TMI 3>t m ^T»ft ^4^3^ ^ 3TcRtJ cfRRTT RT Wcf), 3|1^ 

3R^3 f^RtclRdd Tft t - 

t^) ^ ^TOT cPt TFfte? TOf^ 3Tcft gRT *IFflcR 3TRT ; 

(^3) f^Rft 5TRTST TT 3T3JRW ^TOT 3Tcferg3ff ^3R ( T^ten TORI ifl 

Pl^lfiRT TORT ; 3ftT 

(T) 5TRT5T ^TT ^TOT TO 3TRlf^RT TcRJ WH 

TSTR cfTT qf^R TORT ; 

(3) "3TtRfaR ^f^T" ^ ^c^PlcfT, RTfacfT ^c^-Rtf^p, qTO?T^]^ 

RT 3RT TTTOR, ^f^T, T3TRTO RT ^TTte, f^RTTO RT Rt RR RT f^)Rfi 3TR ^T5T^T. R^T, 

RT RT%R ^ TiRKifR ^ f^t ^tTRT RTt 3fd^ TO?^ IcR TRZfr*T fch“RT RTTcTT ^ RT fcfTRF 31| 
mm t. 3Tf^ f 3fR "3TR^RR ^T" ^ qf^T f$y$\ f^T RT^t TTT^ ^t, %>ift 
' ; R|41 rR*I ^f^T" c£ qf^T f^T ^ '*i fa fold # ; 


M- 


. i «l . ||.H H>NWI W M W* l! t ‘""‘''* 


■»' lit >Mf I Ml'-ii.«••'*•*• 




3(j)j ' 37*3 3CT ; 3KH3K«> _____ 

(3) "JTBZJU#’' *T 37flfft33 3ft SJRT 2 3ft xPWRT (l) eft *93 {*) ft TOT Mft3lftd 3ftft 
37ftftcT ft ; 

(oi) 'Rrtor sftpfa, m W 3ft? wwtite ?ite, hi to ^ 3icft 

^ SRT teft *J33T 3ft ft®3T 3T *3*733 3>?3T 3T ?J33T 3T affttcffaff 35?37 ft; 

(cr) '^rto 35?ft 3Tcft *jte" *T 37fftftcT ft 3>lft 3]f%3> ( ScW$-ttff%3\ ^3^1 

5*4<ift3, jra>raraft*r *n 3 rt * 333^, gte, *rr 37fe. fa?r*i 3T *ft *33 *n teft 31-3 

vJ3w< 37 ?7Tf5T9 ^ ’ft hjtHI 3 ft ft»gft 3T *3*733 PV^fliTRf 3>*ft 31 

*3*73*1 ?J3ft 3T 3TWcffe?l 35?ft ^ fcr?.dWft<l fft»3T *57737 ft 3T 333*3 ten *SIT TO ft ; 

(3) “5toft3R ?7fftfcT *7 3TCcft3 cIT? f*33, 1951 f*33 4193? 37#T '<lfikl 

53tet<f>3 ?7fftft arfSte ft i 

3. teft ?JBFfT *6t aid^g 37 3lto 37 ft 'jfed 3Rft £ fcT*? ft£T7-3ftft Site. 3573 9Tft3>T*t 
gRI wrft tej 3*J f^fft anft?T ^ f*7373 3Tfft1*33 3>t 3T3 69 3ft WIRi (2) ^ 37Eft3 teft 3>«£<R 
3T0R ft *37te. qi*ftcT, JJ7R 3ft 3ft 3? ft^fRcT teft ?£337 3ft 3tcf^g 3T 3l*ftd? 3ftf 3>*3T 31 W«W 
fft^J53 3ftf 3>Vll : 

3*3 teftf amfftgrft 3f*f**lfcl3l ft,*?77 37T*?f teft ftft 3Tte5T*t gRI, *»ft 3I?cT ?7?3?7? 3* WJcKI 
3ftT3 3ft ftf3tT *T fttft 3ft ftte 33 3 ftl, W JJTfft3>T# SRI 3*33) 33 ’ft 57 T%kT tel? 33T tfl, 
*5T7*t ten *577 3^37 : 

3*5 3F 3^? ft? teft 37T3I3 3ft 3WT ft- 

(i) 5^33 SRft ft, ^ ^331 3)T 373*133 3T 3lfttcR 3Rft 37 3>^ft $ fcfV ^ 

3ft Ml<3 3R3T 31^3 3^f ^ ; 3T 

(ii) <w43loH 3# 3333t *T, yfgt 3ft^f 3133 ft 3T*fft?T ( 577R 37 ftSlf*d 

^331 3ft 3 TcT 4^ 3T *flftlcx 3Rft 3T 3333 fft^33 3Rft ^ fcH? J7T3 3R3I 3r£3 

3^t t 

fftRft 3ft^r 3733 ft 3lft?T, 37*fft3, 5TTR 37 3^Tf*3 ^3T 3ft ^3 3R 33 ^?S37 3ft? fftfft V3d*7 

37fft^33 (f^rft ^3ft 3?3T3 333 ^3iT7 3ltftctWU| 3>?7 337 ft) ^ 5T^ 37 37fft33ft ^ 3^ 

3^3 37 33 333^3 ^ 3R 3? ?3 fftfftrl Hlfft^'d ftft 37fft33*t 37 ^fcT3 3BTfft*t33? 3ft ftfd3 ft 

fttft 3ft ftf33 357 3 ftt 37 33^c3 ftf^T 357 3ffft33*7 ftt. 37^*433 *t 373^, 3lftt3? 37 fft>3l 

3|T 3^37 : 

3*5 3? ftt fft5 3F 3Tfft35!*t f^RTft 3TT37cf 3ft 337 ft ^337 3>T 373*^33 37 3Tto 37 fft*J33 3>^ 
^ leR 3753^3 fft37 ft, 37T3RT ^ 37* ft 3ft? ft?T7 3 TcT*Nr 37 3lftt3? 37 35?ft <ft 37* ft <ft3 3»lft 

3> ftTcR ?7373 Miftjqiift 3ft lotRa*! W ft ’tjftd 35*37 3ft? v3?7 3? 'did 357ft f^3?ft 3ft 373fft 3) 
fttcR W Mfft|3)I*) 357 375ftl33 J77R 35*3T 3ft? 3fft ?m 777^33*7 35T 375*1*33 W 357ft f^37fft dft 
vl3d 373f^t ^ ft*3? Mlkl 3ftf fft)3T 3l7cTT ft <ft *?T7 37cT*hf3 37 3Tfttc? 3T fft5^3 35?Hl ^737*3 ftt vin?37 
3ft? ^337 3ft nRT^ 3^373 ?Tft73 577teTft ^ 5ft 3753*33 ^ fftftT 37c7*tf^d 37 3Tftfe? 3T fft*|f^d 3ftf 
fft537 3777*37 I 

(4) W*W 3> 3 lfftcfeyu| c£t Ulf^^d f^3 u7T37-3573 57Tfft^T*t '{T?3>l? ^ %ft* 3Tfft3R0| ch* 
37fftf*33 3ft 3T?7 69 3ft 73Tjsn?7 ( 1 ) ft fftfftRce U3)uH ^ fcT? ?7733 ft off*3, 37*fftd, 

577R 37 ft'SlRd ^337 3ft 3Rfft^ HTfttcR 35?* 3T W fft*JS3 35?ft ^ fcf? 57T%f>3 35??7^37l 

5. ?ram vnfetbi** gr?7 ft*5*3 33 ten 37131.- wft3>i^. f*33 3 3* 3itftq 

3i^5? ?TT33 37 >3?7<ft 373 3ft 3|'d4fcld 35?ft 37cft teft ^337 ^ fft^S3 3> fcT? f^3TV* 3>* 

3ftft fft*JS3 fftft?7 ft ?7^3T I 
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6. 5RT 3J*hft 3)f£TtbfRcH ^ ^41 cfjj 3iclvffcH OT OT f^RIT 3TRT. 

fann 3 4 3ffi3fefcT fcTRft 3T?T $ M ^ ?TW nr ?TO ?mn Sfa 5T9TRH OTft ?N4 

£3tn arfanrifteTT ?T ^ ^rt n?T <&i am^NFr nr mite? nr f^j-sn sr} nft ai^arr mm t tit, 
nnrf^rfcr, w vCTvset nr ?rn ?ran atn 4 ^ famn m mnranr nf^r ?jxftt m ^tt 3 TcRfan nr npfre? 
nr f^njjs 5 ? cfc for? ynf^m?r$t n>t Pfcn ^ nRt ^ fcrq, mn n?m? <£ nnran 

?lf&n ^ 3F^tn cf^FTT I 

7. fa&?r n>t ara?te$ - fan? 3 <£ 3rxjfa ?m yifamSi gra artft %tj nxj f^ft fa^r i\ ^ 
fa$?[ n> feP? ^Rnr 3mf^ 3ft? ^?T fa$?T 4?t Tlfa ?Tffi 4>ut fantff 4$ 3mf^T c£ tfhl? 

5 ^cfr^T ?rfafcT 4>t ^ I 

8. !WW Hlfacbl^t SRI ^FgRT 3»T 3Tvfo mfa $ 4*1^0, WSRt ?? fanR fr>nT «THI.- WW 
WlRl<w3), fan? 3 <£ OTft^T cfaf fat?T W$ 4>fa 3 ijct 3Fn nTEHt gRT 3TT4?nn ?JW 3ffaRT 4R=t tfi 
<i’*lfcHi ?? RHN cf)Vn 3ft? Pl<TH 3 ^ f'faST c^gol cR Ri$ fa>4T WQTT wR 3Fn ^f^l^cKi ffln? 

SRI ^SFn 3rf3RT 4R?7 ?PTq n ^ I 

9. faRtt fafafam ?jnnr ara^fara nr nfate? m fojsn ^ far? fafa?r-faRft nrn? 

4 x#m ( m^ra, smn nr nsrftcT faRft ^n?T <£ armta nr npfte? nr f^jsn g?T f^?r ^ 

^tinr ^ nr^ 4 eVfi nft srf^r nT f^Rft n 7 ? ^ enfant n>t nr \3^ ^nf[ nrirfr ^ nr ferf^p^r 
^r mfoa t, xrr% M ^n m n^f ^nm ^ nT arte ntnj^r ^ter\ nr ^r m-r ^ 

3TTRT Weft # fvjRmrr xrj czjf^T ^ m tfi nr w nr 3fte ^ xrRn^r fcR, nfr f^?r ^ 

m nf% f^TT ufR, ^XFTT ^ WR, TT^RT, 5TTO gR^, cfR^ ^ n^ntn f^r ^TPt ctf 
M t I 

10. aiRrecr^ ^t, fvrWr ^ftt s&z ^t nrpft t, nm art? ^ fcR 

f^i - f^mn 3 ^ 3FfFr f^?r 4 nn m%xr 3rf$rcrRar ^ 3if?mrr§t nm art? wf^ryH 

^mr, fvjf'Hcht 3Ter^ m npfte? m f^jf^r n>t n^ nr n^Tfta ^nnr wn nft ampft, art? n? ^ 
RPrf?^ ftnr % arn^ m npfte? m f^f^n n>t n^ n>r wrtn ngn art^mn nft m?T 69 nfl 
wwrt (i) ^ ^nnnt ^ 3T?ftn ?^ f? #nr i 

11. n? amfSr, ^ftn? f^?r tt|?i ?^tt - ar?rfe nr npftn? nr f^jsn gR^ ^ feR f^r, 

cR> srfeRtfn n£f gR f^m w arr^ nrpt nft nr^a ^ 60 f^r ^ amto nft 

amf^T <£ fcf? 5TfrT ?^tt 3ft? ?Rn-?Rn n? ?nr nt ar??ft f^r ?r amf^inr nft amf^r c^ fcR n^t^n f^nr 
w n^nr I 

12 . nteH aito^t n>t «s?^ <& fcR xnf^d arf5f<h??r.- ftnn 4 ^ arxftn nrfto^ 

SRr HT^fcr arf^RRUT. m 3rfoj> arteiRrrI nrt, afr ^rt arEftamr nr 3m ^fem ar^^ 

nft nf^r % nfneT n ?t nr ?m^cn ntn^r <& 3rf^nrRt nrt, ar%mrf^RT Wt ^ feR 3rt? arn?tn*T 

nT mtte? nT f^jsn Wr ^ fcR ^mn 3 ^ anftn w^t f^R nxy f^r n^t ^nr^ gicft 3rwterT n»l . 
?fnf^m nsnnfefnt <& nsrt?rf%n arf^mriRnt nT <f^? ?rm ^ m?mmr sqfner nrt ^fT ^ fer? qnrf^if^d 
niW 1 

??§ c^rf arf^nTT^, nfr gfcm n>t nf^r ^ ^ ^ nf^r nn n st nr nn^cn nfnii 4,1 

artor^, nxnneff ^ Mgifrfeei ar1^n>T^ nrt nRna nRgm n^rr l 

13 . ntnn^t sr?i anf^ imm f%m wnr- (1) ^rt n^r amtnn nr mfte? nr f^n n>R-t 
^ fcfxj Pm 3 ^ arxftn nr^t fc^ n? Rr^r nrt ngnFT nTcft arEn^^n rR[ mw arteRt, neqnxfl 
^ MgiPrf^ei 3rterftnt nr nRzjn? ?rmnt ^ m?rm^ nrf^r ^ f?r^fr ^ nf^m arn^nn nr rnttc? nr 
f^sn nR^T ^ foTxr ?nft ^nR, ?r?nTn 3ft? ngmai ngn 3R% ^ fc?^ fer%fr n?r 4 ^t ar^n 4^>rr 1 

( 2 ) bmPt^m 1 ^ arxftn 3r5%n n>t mfRT n? nxnncft ^ Mgif^flcr 3Tferft nr 4Rrje? ?r£h 1 
nn nr??mTn> ozrf^r f^?r 4 nf^m ^nm nn arcRtn-r nr mftn? nr n?r^ ^ fai> ?nft 

?r?nTn aft? n^irrai xmm ^ 1 


»«»«* 


l-MI .tMDMHWiailiHMWM »I*" 4 .-.I 


^ W 
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(3) 8ft POT 3 eft 3 fftta 8ft 7^ ^rRT eft 8>1 8ftt ^RT to cl* 

ftffftcr to Prer cm? jfsmcft gra tjs 8ft iff t m wnftf fft*]f&T xr fftiNror *gui 

11 

14. Tfsra^f srn arartar srrcr 8Rft affcr w xr wi*8it <*Rft a» fen? 3iftorfftift *reifftffta 

fern uTRT- 5 fto Wdcff 8T 85 ^ ^TER *7 Sff^T flRft ^7188 ft virfftcT, yftfftcT, 

w<\ m toftg 8ft n$ ^tfit *t mfcn ur nrto m fl^py 8Rft fttecf 3ifft8n$ ft srsnterT ynd 
8Rft £ ftn? x?* arftoft fi 3ft7^t 3TGjTtejT m 8nftjrt 8Rft 8> fen? ^ afftoft 8ft ngifftf&T 
*Vn i 

15. aft a»l ft <4f$fa .- 8*88# *7 Mdlfftfed If! ^TTSpft 857 8RtfT885 mf&\ 

XRft 8? x$8IT gRT 87 ^cTflSR ft ?I^TCrfftT SRf Xjft «TO ST^ft 8ft. IJ88I eft 3Rlfe 

m 7fr*ftcR m f^g^r eft fen? ftftt ^ prft*r yft jnf^r eft ftt inft efc tot ftafe arfft*^^ fttetf 

3rfft8nft 8 ft arfftifl^fl ^rr I 

16. Mdlfofed 3lfft*lft BRT Wfftto XR3T WR1.— flRft IJ88T *7 3TcfftsR ITT nrftW 87 

*ftf eft fefTJ 57 T%kT *7018# 88 trSlftflcT 3)^*1^ m efi^RTT^ff *7 8T^fT88> <Zff8cT ^ffteT 3lfftto 

ito, toft 3Tci^ nr toe* m fftxjs^ 8ft ^ enf^raf 8ft faftrfenV <&*$< 8m t-fta 

to, l«ldl$e XfeTT 37lf^ fftR78>t ^EPTT 3fcffe 87 HlftcR 87 fftxjfecT 8 ft 8 ^ t, ^17 3ffft85lft in yiftoft 
*7 m sfk spy to*t 3tci^ in Mf4l^ m ^ ^ ^rt ^ % f jrprnf ^ 

ton, f^n# attor, ara^ m fli'-ftese m 7 ^ ^ dRi^ arftrtoafri w 

erto m n^fcf. ftofc srt yfcPTt. cTctot ^d^iPi* arf^rto ifftef, *nTt ^ficft t, nfM n> 
to^ft ?^r^rto 3f^to ^flcT, w * 1 ^ dito #1 n? 3 ?^, fviR# ttcR f^?r y^ RSet f, 
nf% trtt 1 

17 . l^jgH ^vtt in vh^kr t trr * 1 ^ ^ fen? j^hii^4» .- irf^ <?>it 

f^Tjg^ f^t^r m vj'Mcn} Tjrit yfcf *t ifftf v>iicf) % r fvRr*t Pfw 12 ^f PfR 1 ^ 

^rt f^r ^tfecT fto Tim t. efr f^s=i Pr^i ^ 

iftcR imte jnfimn^ mf^r ^r f^s^r Pf^r ^ M~ 

{w) Jvif! yto ; m 

(n) f^g^r w^Tcn jrft tor 1 

18. 8ft 3RT^ m 7TT%ei 8T fft»JS8 ^ift IBT TPFp %8I «IFtt-(l) ntq*ff 8> 

MdtPi^d 3ftft*r^ m ^mnft *7 TfRinsr* srf^f nto ns? f^r ft n?f gRr 

yncT fin? t^t aid&R ^ npftd^T m y#8nt nft ^f. yrfftto 8ft 5fifft*i%r 8> fen? 
fto 4 ^ arlfy 5nfilf>ci 3ffft*^ii eft tor 3ifft*iRifi 3Tftfftd *^tt i 

( 2 ) vinPran ( 1 ) ft fftfe ft ft^r «dft ^rfeRf tfft. 4ft f^r wjfftcf wn nifl*^ ^ 3nl?ff 
*7 ffti^f afk mto, fyppft 3Rrftcf smrnr gmsff 8 j 3r#r fto im gftt 3nft?r t, ftft ot^t 8ft 
yrf^r 8ft ento 3fr? w aft? fttr 3nft?r 8 j *i8f-88d 8ft m to 3fk iwt 1 

19. TJUJOeft SM ^P8T 8H ara^T 8T m 8Rft ^ i?Ref ft 8ift8lt 8Rft ft THTlftf 

fftton 'yfftfv^d fefcm wTRi-fftim 3 ^ 3r#r y*R fllflra f^87 77 m ntzrgcft m pr *1 

TfRirm* onf8fc aieffttPT m ypto m 8Rft <fr fen?, flmft tofeftei yitoft eft fen? 7 ft 
'tlPlfelcf #.- 

(i) ftteei 3ffir*ift gm fft^ 7 ^ pj^ft ^ ar^m top^ ijy^r ft 3Tcrft*R ^ Tnfttei ?n 

fftTjsy 8^ft m cf8> ngw nncf 8Rft ^ fen? Pnre 4 ^ 3fftPr yifft^d 3ffft8R°r <b m 

tonm ; m 

(ii) ftft v38*w 8>r 3Tjwr, n^ann m tom ; m 

(iii) ftft ^3WI 857 ^R7 ; m 
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(iv) fftdd 3 <£ 3T#T TO toddft SRT to to dT? fftft?T ^ 3to fttot ^TT dd> 
qfd qRT dmft <£ fcP? dlftfe toft d>l$dl:f dd ftoldH ; 

d*ft fftdd 4 ^ aito arfftdmor smr arfftd ton wq, d<toc»ft wsrden aft? amdm, to# 

3RTftd ?T^R qjftftdq, ’tSRq, 3RRI^3 aft? BdamW ?R) qgd ft, 5ldR dto I 

20 . nmdsfl smr ^mr w awftm di *nftte* di fftijs* «qft d» *iraftf ft <b\Uii ^qft ft rm# 

ffttod fedT afHT-qSddcft dT 4iujd^ draft d>T HK^ra# #dfr d? ^fftfSdcl dmft ft fcm to 

TJW ft arai^jd dliWTi to ^TcTT ^TdT % affc 3Rd1ftdT ftqftddT ddlf m<ft Weft t, dd dJJFT ft ddfcl 

aiw Tto ariftW fftddd torn ate^mr ft mm wmft dr dddd tote? dmft dr tojsq ft draft ft 
aieUfftcfc 'fkiftdl 3fk ijftddlft to WT#. dftfft ^dft dldlRdft ftt \»ch!dai W 5mm WdT t aft? dd q>t 
qeraft ft im i fftfed artonM g^r $ d>i#4 dft m# t ddi wto dT d^je? dm dft dRdrad> raffti 
ft fftmft 3Pd tdfftr ftt ftftt aid^d, totcRdT faffed ^ddT ddT qfd to tlftt I 

21. q*d4<ff cCT dd<dfft<d-H«m<fi dT ftujeR draft dd dRdTddi wfdd 3?qft dftdlftft ft toftt 

ddft ft fftm ^ drmtot #TI 3fr? ^JddT ftt ftqftddT afk fftwdftddl ft ar^m ft ftdto deftdd 
ftt dW ft dT ^ddT dd d^tf 3iMlf^lf>d 3Effed dl dl-ftcW dT t^jdd dR^T d>t d?ft ^ dead# dl dd^ 
RTIddt dd TfKdlddj otifdd doH*ld 5T^xT f^Rft ^ ^FTd ddddt ^ 3T^Vd dd^dl^ feP? dT^t 

6 ) 4 JI I 

22 . wm ^ f^?ft w. ^rfcr dft Imt dt dM ^r m ^ dm 

dm 3fk d? 3m^ ^ p|«did1 d^r T^ ddl ^dd 3 ^ 3T#d dfr^t f^dj qij f5{^[ arfofrdd d?t did 69 
d>t dddTd (2) ^ ddddf ^ 3TJdR f, dJ^RsId dM 3^f d^T ^dftcfrm dfirf^ d^t dF dd t 
t^?r fife: OTfcfr ^ arpm % d?t d? f^ft d^t mm dm ^rcMt aft? W #fi d^, 
3 rt% aid^ qpfW dT f^jftd d>t Tit Tjmr ^ dmid^ ^d^if^ ar^rcr® t, w d>^ d> 
fen? air^r vsn^t dmd^ft l 

23 . ^qmT *61 afer# R dr mtted dr f^jsR ^ arf5r^at d*e fcbdi «rRi~(i) ue^*" 
3iPi el <y, to# aicntd ^jmr dd ardfcr dr qr=to dr f^jsd dm^r <£ to ^ to?ft ^ alk arato di 
dPto dT toto d?t dt ^FTT ^ ddto feTd^lto 3ftoTJ ^ t, 51^6 W dRT ^ TJdOT aififd^T 
gRl, tom ^T d*TT ^ v5T5t T^ddl <£eUd>T§t a^JHTatt ^ to 3P[to t dT 3^to ^ d?t ddTddT 
t. w dm tt dfito i 

(2) toft dm r| artour, armdto qtod dT d^torfM ^ toai-T ^ to arftfira 
apddT ^ tom, wm# dr d^<m ^rtor d>T dmtnw sjf^ ^ft ^ert dd amto dT dpftcw 

dT dmdT dd tof to dt dft ardf^l ^ ^bftt a> aicT^dd ^ to 3 

Ridto aitorat dft w dto 3fk to dmft ft ft apdto tofttddr ^ft I 

24 . MlfacMUl ^ tor ^ddT ^T 3 tofed dT dPto dT fft^T dmft dil 5 lfcto-(l) dftt «dto r 
drdd dr v*H<|ff d m; fftdd 3 dr 4 «fc ato mfftd>K ^ to toft ^mr dft to ^ to? toft w 
qq ^f# to dT ■gr# qtom ^ apjm ft aftpfe dm^r ft, di d^^ft dd 5TdRT dmcir ft di toft 

wto dft 3RT^ dmft ft dT 3Tcpft^ dmft dd 5RTRT dmft ft d?TddT dmdl ft, ^¥# fft^ ddftdTtft dft 

» 

mmftt ate drUHd 5TffT todt ^ ^ftdd ^qddt ^ ato d^K '^ft dto ton mmdT I 

(2) toft Htddcft ^ d>ftdrft dr w ^ diTOTddi wto gmr dT wto smr 'Hm? to ft 
Rif^to toft odto gmr dft^f Rrm ft ^ddT <£ toft aftrftdd, di-ftem dr tosq dmft dft qtzto 
gmr jmrd dft qft ftdmft ft ftdto dto ^ ar^d>d ft tor mmdT, d^ ftft d^mtomr 5Pdf^r<r 
^ftq q^toi d* arjdm dtoft ^ fftftgq ^ to tofeito dtot ^ ftdd ft ^gto^dd to ft 

3ITd7dd5 f :- 

(i) dmzj^ wr dT d^ ^TTd tod to to drft toft wr d^T ft^jTqq : 

(ii) di^cR PFT dd 5TdTeR dT arj^m ; dT 
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(Hi) jpa raff vm r 3 t torai $ to toft *Nn? to m < ff reftn? m nr *rsr<r# 

$ nm q? qiifttocfi ^ tor nn #im aft? TOift rpronftcn to tos>i 

q%ann; • 

(iv) ; TOto w*$sz toft nr tofl ?to to nr ftwm, wfroR m t 

?T?1ftcT Tffegz TOH ^ ft^lto ?J*RT TO ^P!T ; *JT 

(v) qteje? wi $ ftnfciffcd wi\m $ to ftwfta to q|pn : 

ft) qft % g? to^ ft ^r ^pwr ^r w#ta ^n; 

Mfwnftt &*[& tiffin #ges tow w stow tot ; 

(n) 3 fs%*n»r m ancfl^R ^^hrftwr ^ < »iRr wr ^ OTeFr ^ 

S 5 T WKlfllH to ; UT 

(vi) q fo ffR toh m ftft toft nftfttr W, tofft 3lftfeW $ toft OTTO <m v»c#EH 

ton ft m fito ift ft toItoi to n>rtorft nr ftofr to qft tow ft. torft 
naradf srt trw nft nft toaft q? afaffi t jmra to qft tow ft, *to to $ stor ^ 
fer^ ^ wn<r ^pspjt m tot \ 

(3) qstof nr zj 5 T qrcsnro mf^r aft? <r>*faift vjmPwh (2) $ 3 tor fftfftto 

toT <et tncR to |q ^w sft to ftlqftln ai aft? R«to^a t nn ar^RT to 1 

25. aiato nr mftte* nr fft*jffcr qft ?jw qw *?ft vr qfcto- (1) ahnfe nr toe? 
qft qft nr tofta nr Ri^fSd *jw qft 3 Rtopt nwdf nr 3 to toft <t>ftti$ srcr nr ^p? 
wh ^ nwnw^ srf^r sri ' 3 T Rjt j T nf wqm nr ^r Pm 10 $ airfa tot ^srt ^ airciflm 

iiiKfqjdl ^ I^T f^rft n>I y(<?JC f^>m n^iv»<*ii I 

(2) ai?r^ ^r Hi^frcw m M ^it n>t am^a ft n>r f^ 4 ^ 3^ jnfefKi 

arf 5 ra»w sri 3hj w^h ^ fcTq, ar^nw ^ ^ f^n? nr nrar ^ wr « ^ tot 

-wfo* n»i 4 aift^ ^ ar'n arfins^ ^ to nrlW ^ feR, we n# f^nr ^Rnr 1 

(3) vjmPi^ (2) 3 w arror \ 3 M*rf^d ^ ftraR ald^ m nr#^ nr ft^r s>t ^tt ^ 

aici 4 ^«ift ^1 *trct to ^itnTcm ^ tjf an^r ^ f^n, ^ f^f TO^rt sri we ^ 

f^nr w^tt niTOn^ M£ ^rKpft 1 

( 4 ) otPizr ( 2 ) ?wt airoi TOite ^ tom to 5nton$ m ; ter artorrM gwi 

afcr^L npftey m ^ ^ to «n^t to 7 ^ to?r^^r ^ *Mqdi ^ ! 

(5) ■*$* toft nerad! m nr to^t ^ nRron? mto ^ to®, oft v$.j 

toft ^ n>T nR?rr ft n?to^ qft omnft 3 ft? TOm qfd arfator ^ 
vjw^V) ^ afiftd ton vffnr»n 1 

( 6 ) ^ wfi $> gwT 3 ?toRur srt nfn nft qrm ^ft tot aft? ?fa ?r«n ^r? q? 

^hi arto?ui ^r toft ^rt ^r. nft tor 3 ^ ar#r toft ni^e? ?mn ft «ito qtod, 

nr nsito toft TOn n>r afcdfcw nr nrftte? nr toaq n»qft n> to ^ 3 r?rwt ft w^t ^ 

^r, cRRcn^ito 1 

[U 9( !6)/2004 i#. I 
qq. ift? tot, ngpq nto 
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y . NOTIFICATION 

; y New Delhi, thf 27 th October, 2009 ^ 

G.S.R. 780 (E).— In exercise of the powers conferred by clause (y) of sub-section (2) of section 
87',yread with subsection (2) of section 89 qf the Information Technology Act 2000 (21 of 2000), the 
Central Government hereby makes the following rules, namely: 

1. Short title and commencements- (1) Ttiese rules may be palled the Information Technology 
(Procedure and Safeguards for Interception, Monitoring and Decryption of Information) Hules, 2009. 

(2) They shall come into force onthetfote of their publication in the Official Gazette. 


2. Definitions — In these rule*, unless the context otherwise requires,- 

(a) “Act" means the Information Technology Act, 2000 (21 of 2000); 

Nb) - *cdmrrtontcatio^bteanb^^transmission, carriage of information or signal in some 
manner and include both a direct communication and an indirect communication”; 

(c) “communication link" means the use of satellite, microwave, radio, terrestrial line, wire, wireless 
; > v,or any other communicatiqn media to inter-connect computer resource; s . , 

, ,<c|) "competent authority" means - T , , , ... 

(i) the Secretary in the Ministry of Home Affairs, in case of the Central Government; or 

(H) the Secretary In charge of the Home Department, incase of a State Govemmentbr Union 

territory, as the case may be; t ;; ^ •; 

(e) “computer resource" means computer resource as defined in clause (k) of sub-section (1) of 

^•r'lsectibft^'OftheAct: 1 :;^.. (p\ 


0) 


W 


(h) 


(0 


“decryption" means the process of conversion of information in non-intelligible toim 1 to "ah" 
intelligible form yja.amelheiTOati^^ formula, code, password or algorithm or a combination 
thereof; '/'J'*'/" ' J. - *' 4 '* ' : : ’ 5 ' 

“decryption assistahce* means arty assistance to - 4 f : : $r r 

■ (i) allow access, to the ©rteNt possible, to encrypted information, or t y • win 

(ii) facilitate conversion of encrypted information into an intelligible form, - < , e; 

“decryption direction" means a direction issued under rule 3 in which a decryption key holder is' 

directed,tor ; : r r ........ . /A 

(i)disclose a decryption key; or ' • 

’■ (fij pidvide decryption assHtarice in respect of encrypted information ' - ^ 

“decryption key” rttesns any key, mathematical formula, code, password, algorithm or any 
other data which is used to - 


H : r . ; v (j) allow access to encrypted information or > 

r? : , > i (ii) facilitate the conversion of encrypted information into an intelligible form; 

(j) “decryption key holder" means any person who deploys the decryption mechanism and whd is', 

in possession of a decryption key for purposes of subsequent decryption Of eridypted' 
information relating to direct or indirect communications; 

5(kj l “iritermatiori” means information as defined in clause (v) of sub-section (1) of Section 2fof the 
; Act; <■ n - :• ; . ;. ty? r;:k-:k 

(I) “intercept” with its grammatical variations and cognate expressions, means the aural or other 
l-j. acquisition of the contents; of any infomiation through toe use of any means, including an 

, l: _.. interception device, so as .to make some or all of the contents of a information available to a 

person other than the sender or recipient or intended recipient of that communication, arid 
includes— *'■' - :Th + «*S- ? v 


.(a) monitoring, of,any $uch information by means of a monitoring device; 

(b) viewing, examination or inspection of the contents of any direct or indirect inforrifotion; 

arid ! i; • : ; 

(c) . diversion of any direct or indirect information from Its intended destination to any mother 

destination; . 

(m) “interception device" means any electronic, mechanical, electro-mechanical, electro-magnetic, 
optical or other instrument, device, equipment or apparatus which is used or can be used, 
whether by itself or in combination with any other instrument, device, equipment or apparatus, 

" v -. : to intercept any information; and any reference to an “interception device" includes, where 
applicable, a reference to a “monitoring device"; 

(n) “intermediary" means an intermediary as defined in clause (w) of sub-section (1) of section 2 of 
the Act; 

(o) “monitor" with its grammatical variations and cognate expressions, includes to view or to 
inspect or listen to or record information by means of a monitoring device; 


. UMC I' '• 4 Mid 
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no'iph'l' “monitoring* device*; means; awjeiactiofiiq^iM&hw^ 

bstela i jopticator other instrument,: fl he ice ,: equip m ent op ap pa ratusiwhtcift ,ia-:e»edi or Gant $e>usedto 


9002190 whamerby mwny eomtonaboi* wifearty otWfkrabtjrnertb oevtce^equ»proei& orapqeratua?foi 
ritiw bs-vview or tofospectOrtddistmvlQjan njfcpfd day ttttommtiorr]* bsicfue ifcfuoihen *<«s 6i ooimW; io 
-cfa)i: -Review Committee" rqeans -tee .^flvtei*!Committeei constituted.under nitemSIflAi of- Imliano 
to jsa yn’^ctegwphJ^vdeSvlfdfifl fe'iotoeq- ono oi so moit nottermcini to gnhbte ,gnivieo3t .nolsairnsnsi? 

00jt09l)b 9/1! oi bociil02 9b 10 bSlbOSQe «d yiSfft #3 &93HttSTq 

3. Direction* for interception or monitoring or decryption of any information.— No person shall 


leaoapt byiwfeottteib 

issuedby the comp c te ntaufoority; ivi^b no bmaftodm 10 befoaoiafoi s/tr mod* aTyansc* bdane-ttus 
od iton« no;tofrnoto» boiqyioob ~o u^iojinorn 10 he-osjiytn! to s.ii.- gn? tori? yboeqe o«fe boo b^otosto 

Provided that in an unavoidai^iaicurhslteices^s^ idcder maydbs issued sbyc an dffiofo^not 
below the rank of the Joint Secretary to the Government of India, who has been dirty authorised by the 
(tompetentauthority:o; f r: soi ootboiib sriT — ssiof m nismai iisrie nodoeiib rioirfw ri?ithW'i;o*io < i' ! t 


9iU moi? avuo y1x?a ion bonbct a -.os riOfhss b9>*ov9i esobu :t?oic4 n* rusmai Seda ooifqynost) 10 

to Providedfo^er thafeei aicase^ ea^arigeflqp* 9 oi am4 mqii oewsfry: sd yarn bns eus# a}* to e?sb 

(0) in remote areas, where obtaining of prior directions for intofcepjtion. joe mdnitonog oro 
decryption of information is not feasible; or 

in9>Hqmc^i)for operational reasons, vdiereol^intogiaf pdoodireotnps>for i ot en pa ptipn dijeawtOortg att 
to ;> d beoryp taDa of any information gener a ted; frSrtamit ted; received orstored teeny odmptrterresource 
tins ienot feasible; 5'?9;ov:upo to leoitto s?rii 10 to jrishnsfnrisquS'' isnosifebA to 001 * 0 ^ 

dt noifoytoeb no cnoobnc-'n no noqq^iyi&ritoot C 9U0 tsbm* i>au*8i nottosnib gruysvnoo no^s-topet srilbnee 

the 


in any computer resource may be carried out with the prior approval of the Head or the second senior 
meet tsffioer. of the seourity and taw cnforeeracnfr agencyfeoreioafter r pfarfod /to asftfte&Sterid^ecurity 
agency) at the Central level and the offieerstifooriaed terfots ibebadriJtot ttefaa/ifoererrteD^foediteiteteter 
General of Police or an officer of equivalent rank, at foe State or Union territory level: 

no.’/os-iib ontyovnoo r«D;b 2 iupo^ aril gnijjgai leoifto srIT (T). — .ofo .eoi^liosl oblvorq oi yi&fo^rrrrslni £1 

U o upo Provided tete that the; officer, Whe appnated^ispcfroimero er diop ^mendodhg or decryptioo-efo 
information in case^ eme{geocyy a ha k i ifoi m fov»citi»jg t ;teithgtoofnpetenhagtearity : abouUteieme g gfotgy i: 


foe competent authority thereon within a period of seven working days and if foe approval of c o mpe tent 
authority is not obtained within foe said period of seven working days, such interception or monitoring or 
decryption shKrttceasa eifo^ beimforQerfodushmqntDteclxff itecjypted thereafter 

wifowdfoeyriof appBteafcaf the:o ompekM aafoority: 21 Is sbivoiq lteri3 .aeDiuoesi rsrtt>qmco fo egreris-ni 

.noiibeiib ni bortoil.b^m noitermotni to nobqyiosb ?o grjnotinofn 10 
4. Authorisation of agency of Government— The competent authority may authorise an agency of foe 
Goven*rier4 to4ntggceptv monfogcc dectypfritfo^ trehffBilted^TecSKretkx^sfoted in any 

ini 9ftJ ;?dt of 



•• ,y!s^ nOil^ynsb 

5. Issue of decryption direction by competent authority — The competent authority may, under rule 3 
give,any decryption ritfeetionfo4ha dedryptert bey. fokterrfonrjttsayptian dTapy'efocdnirttoit'vrvodsng at 
computer resouroeior part thereof. 0 ; laoPTi o m af&ngieeb iserle 30100201 isiuqmoo to sgiiisio-ns n.o«*-«eq 

to r:d4qyiO0b w gonotinom 10 no?lqiiOi$»?n! mt vjoitto Isbon yrif rnOit .noifieiuper 110112 ylbnKri of ra^fto 

6. interception or monitoring^or rtki^}itk yref ilbfareati<ls\hy:> gttete r be pon dolte jtutedroiipifca**. 

Slb^rr® 

make a request to # h>5WSr#^miIS9»^ , EKr , W» t rf^-*5«P» ! *Rr 

to foe appropriate authority for such interception or monitoring or decryption of information. 

ncejeq 10 yijsjbwmstm to rsoriio fcstsngia3fc obT — ,i*o3fo betenpiaeb- vd etnoo^i to eonsneinisM .Bt 

; d 9 w jc;oooos fisfn-9 30100231 idfuqmoo .enoaieq to eisiuofhsq 
vfharlfus orit-io.iaprtso sri? to e^siuointa isnto bnc emsn 3fit .beiqvioeb to bsiotinom 10 hsfqieoiemi nsed 

MRsiffan ramie 

8 &a!^ 'SllPB A*f Jfci 

yo srif to noifouifeab to sisb srti .ob^m ois bioosi 
.scoot ni nismsi anoitosiib erii rioiriw ntriiiw noifsiob 
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9. Direction of interception or monitoring or decryption of any specific information — The direction 
of interception or monitoring or decryption of any information generated, transmitted, received or stored 
in any computer resource shall be of any information as is sent to or from any person or class of persons 
or relating to any particular subject whether such information or class of information are received with 
one or more computer resources, or being a computer resource likely to be used for the generation, 
transmission, receiving, storing of information from or to one particular person or one or many set of 
premises, as may be specified or described in the direction. 

10. Direction to specify the name and designation of the officer to whom information to be 
disclosed.— Every directions under rule 3 shall specify the name and designation of the officer of the 
authorised agency to whom the intercepted or monitored or decrypted or stored information shall be 
disclosed and also specify that the use of intercepted or monitored or decrypted information shall be 
subject to the provisions of sub-section (1) of section 69 of the said Act. 

11. Period within which direction shall remain in force — The direction for interception or monitoring 
or decryption shall remain in force, unless revoked earlier, for a period not exceeding sixty days from the 
date of its issue and may be renewed from time to time for such period not exceeding the total period of 
one hundred and eighty days. 

12. Authorised agency to designate nodel officer — The agency authorised by the competent 
authority under rule 4 shall designate one or more nodal officer, not below the rank of Superintendent of 
Police or Additional Superintendent of Police or the officer of the equivalent rank, to authenticate and 
send the requisition conveying direction issued under rule 3 for interception or monitoring or decryption to 
the designated officers of the concerned intermediaries or person in-charge of computer resource: 

Provided that an officer, not below the rank of Inspector of Police or officer of equivalent rank, 
shall deliver the requisition to the designated officer of the intermediary. 

13. Intermediary to provide facilities, etc,— (1) The officer issuing the requisition conveying direction 
issued under rule 3 for interception or monitoring or decryption of information shall also make a request 
in writing to the designated officers of intermediary or person in-charge of computer resources, to provide 
alt facilities, co-operation and assistance for interception or monitoring or decryption mentioned in the 
directions, 

(2) On the receipt of request under sub-rule (1), the designated officers of intermediary or person 
in-charge of computer resources, shail provide all facilities, co-operation and assistance for interception 
or monitoring or decryption of information mentioned in the direction. 

(3) Any direction of decryption of information issued under rule 3 to intermediary shall be limited 
to the extent the information is encrypted by the intermediary or the intermediary has control over the 
decryption key. 

14. Intermediary to designate officers to receive and handle requisition.— Every intermediary or 
person in-charge of computer resource shall designate an officer to receive requisition, and another 
officer to handle such requisition, from the nodal officer for interception or monitoring or decryption of 
information generated, transmitted, received or stored in any computer resource. 

15. Acknowledgement of Instruction.— The designated officer of the intermediary or person in-charge 
of computer resources shall acknowledge the Instructions received by him through letters or fax or e-mail 
signed with electronic signature to the nodal officer of the concerned agency within two hours on receipt 
of such intimation or direction for interception or monitoring or decryption of information. 

16. Maintenance of records by designated officer.— The designated officer of intermediary or person 
in-charge of computer resource authorised to intercept or monitor or decrypt any information shall 
maintain proper records mentioning therein, the intercepted or monitored or decrypted information, the 
particulars of persons, computer resource, e-mail account, website address, etc. whose information has 
been intercepted or monitored or decrypted, the name and other particulars of the officer or the authority 
to whom the intercepted or monitored or decrypted information has been disclosed, the number of 
copies, including corresponding electronic records of the intercepted or monitored or decrypted 
information made and the mode or the method by which such copies, including corresponding electronic 
record are made, the date of destruction of the copies, including corresponding electronic record and the 
duration within which the directions remain in force. 
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17. Decryption key holder to disclose decryption key or provide decryption assistance.— If a 

decryption direction or a dopy thereof is handed* to the decryption key holder to Whom tte decryption 
direction is addressed by the nodal officer referred to iri rute 12, the decryption key holder shall within the 
period mentioned in the decryption direction - . - w , ^ 

(a) disclose the decryption key; or *-V * 

(b) provide the decryption assistance, 

' .j'y - ' * v . ' "" *' y ; " K "'" ‘ '’ • '*•' '*■ - r ~ 

specified in the decryption direction to the oonetihied attfforissd person. 

18. Submission of Ret of interception Or morittoring or decryption of' Information;— ( 4 ) the 
designated officers of the intermediary or person in-charge of computer resources shaH forward m every 
fifteen days a list of interception or monitoring or decryption authorisations received by them during the 
preceding fortnight to the nodal officers of the agencies authorised under rule 4 for confirmation of the 
authenticity of such authorisations. 

(2) The list referred to in sub-rule (1) shall include details, such as the reference and date of 
orders of the concerned competent authority including any order issued under emergency cases, date 
and time of receipt of such order and the date and time of implementation of such order. 


19. Intermediary to ensure effective check in handling matter of interception or monitoring or 
decryption of information.— The intermediary or the person in-charge of the Computer resource so 
directed under rule 3, shall provide technical assistance and the equipment including hardware, software, 
firmware, storage, interface and access to the equipment wherever requested by the agency authorised 
under rule 4 for performing interception or monitoring or decryption including for the purposes of- " ; 

(i) the installation of equipment of the agency authorised under nile 4 for the purposes of 

interception or monitoring or decryption or accessing stored information in accordance with 
directions by foe nodal officer; or v”- 

(ii) the maintenance, testing or use of such equipment or 

(lii) the removal of such equipment; or 

(iv) the performance of any action required for accessing of stored information under the 5 direction 
issued by the competent authority under rule 3. V ; 

20. Intermediary to ensure effective check in handling matter of interception or monitoring or 
decryption of information.— The intermediary or person in-charge of computer resources shall put in 
place adequate and effective internal checks to ensure the unauthorised interception of information does 
not take place and extreme secrecy is maintained and utmost care and precaution shah be taken in the 
matter of interception or monitoring or decryption of information as it affects privacy of citizens arid also 
that it is handled only by the designated officers of the intermediary and no other person of the 
intermediary or person in-charge of computer resources shall have access to such intercepted or 
monitored or decrypted information. 

21. Responsibility of Intermediary.— The intermediary or person in-charge of computer resources 
shall be responsible for any action of their employees also and in case of violation pertaining to 
maintenance of secrecy and confidentiality of information or any unauthorised interception of rqonitoring 
or decryption of information, the intermediary or person in-charge of computer resources shaii be liable 
for any action under the relevant provisions of the laws for the time being in force.. 

22. Review of directions of competent authority.— The Review Committee shall meet at least once in 
two months and record its findings whether the directions issued under rule 3 are iff accordance with the 
provisions of sub-section (2) of section 69 of the Act and where the Review Committee is erf the opinion 
that tire directions are not in accordance with the provisions referred to above, ft may set aside the 
directions and issue order for destruction of the copies, including ebn«s0oridirig : etoettonforecore ©ffoe 
intercepted or monitored or decrypted information. 

23. Destruction of records of interception or monitoring or decryption of information.—. (T) Every 

record, including electronic records pertaining to such directions for interception or monitoring or 
decryption of Information and of intercepted or monitored or decrypted information shall be destroyed? by 
the security agency in every six months except in a case where such information is required; or likely to 
pe required for functional requirements. •?># .v..- 
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(2) Save as otherwise required for the purpose of any ongoing investigation, criminal complaint 
or legal proceedings, the intermediary or person in-charge of computer resources shall destroy records 
pertaining to directions for interception of information within a period of two months of discontinuance of 
the interception or monitoring or decryption of such information and in doing so they shati maintain 
extreme secrecy. 

24. Prohibition of interception or monitoring or decryption of information without authorisation — 

(1) Any person who intentionally or knowingly, without authorisation under rule 3 or rule 4, intercepts or 
attempts to intercept, or authorises or assists any other person to intercept or attempts to intercept any 
information in the course of its occurrence or transmission at any place within India, shall be proceeded 
against and punished accordingly under the relevant provisions of the laws for the time being in force. 

(2) Any interception, monitoring or decryption of information in computer resource by the 
employee of an intermediary or person in-charge of computer resource or a person duly authorised by 
the intermediary, may be undertaken in course of his duty relating to the services provided by that 
intermediary, if such activities are reasonably necessary for the discharge his duties as perils prevailing 
industry practices, in connection with the following matters, namely— 

(i) installation of computer resource or any equipment to be used with computer resource; or 

(ii) operation or maintenance of computer resource; or 

(ii) installation of any communication link or software either at the end of the irtfeimediary or 
subscriber, or installation of user account on the computer resource of intermediary and testing of the 
same for its functionality; 

(iv) accessing stored information from computer resource relating to the installation, connection or 
maintenance of equipment, computer resource or a communication link or code; or 

(v) accessing stored information from computer resource for the purpose of— 

(a) implementing information security practices in the computer resource; 

(b) determining any security breaches, computer contaminant or computer virus; 

(c) undertaking forensic of the concerned computer resource as a part of investigation or 
internal audit; or 

(vi) accessing or analysing Information from a computer resource for the purpose of tracing a 
computer resource or any person who has contravened, or is suspected of having contravened or 
being likely to contravene, any provision of toe Act that is likely to have an adverse impact on the 
services provided by the intermediary. 

(3) The intermediary or the person in-charge of computer resource and its employees shall 

maintain strict secrecy and confidentiality of information while performing the actions specified-under.sub- 
rule (2). • - , 

25. Prohibition of disclosure of intercepted or monitored or decrypted information.— (1) The 
contents of intercepted or monitored or stored or decrypted information shall not be used or disclosed by 
intermediary or any of its employees or person in-charge of computer resource to any person other than 
toe intended recipient of toe said information under rule 10. 


(2) The contents of intercepted or monitored or decrypted information shall not be used or 
disclosed by the agency authorised under rule 4 for any other purpose, except for investigation or sharing 
with other security agency for the purpose of investigation or in judicial proceedings before the competent 
court in India. 

(3) Save as otherwise provided in sutwule (2), the contents of intercepted or monitored or 
decrypted information shall not be disclosed or reported in public by any means, without the prior order of 
the competent court in India. 

(4) Save as otherwise provided in sub-rule (2), strict confidentiality shall be maintained m respect 
of direction for interception, monitoring or decryption issued by concerned competent authority or the 
nodal officers. 



(5) Any intermediary or its employees or person in-charge of computer resource who 
contravenes provisions of teese rules shail he proceedid again st and purtiiher* accordingly underlie 
relevant provisions of tee Act for the time bging in tone*, 

^6) Wherever asked for by the concerned security agency aHheCentre, tie escudf^agencies at 
pie State and the Union territory level shaR prompdy share anyinformationwhch they may have 
obtained following directions for interception or mbriift^ or decryption of arjy in^ation generated, 
transmitted, teceived or stored te any competer rosewoeuncler rule 3, W the security agency at tee 
Centre. •: v; -' ';s* ! T-" ;r s-. ; ' 


, |No.9(^^tt4-6CJ 

H ?;,r - ; N. RAVI SHANKER> Jt. Secy. 

aiftRjTO 

^^#,27 31^, 2009 ,,, 

78 i( 9 T)«— ? ofeftiR. 2000, (2000 m 2f)■ to 

69^ xJWKI ( 2 ) ^fW Rfed, TO 87 d>t ^WRT ( 2 ) ^ TO {?*) gW 
|t» PinfciRsid fa*R ^n?ft % swfa. : 

1 . to ate gre* - ( 1 ) Frtptf <m to ^ TOdt # 

^ fen? 3iw f^ g5t JiRbui sto «ftm<i) J^r, 2009 l , ,.. .. ...,, , 

( 2 ) * $ wrr g$t filter aft sfe $ft 1- ^ 

-2* # wn| . ft, ^ ft? TO ftaiTOraiftftRr :- 

W “sffilftOT' $ ftWflTO aftftfatR, 2000 (20p6 an 21 } 3|1ftft<T ft.;„ 

fa) W" ft 31ftftTO ^,TO 2 d& (f) TO ^ ft W MftHfftd 

Q>^CX 3lfftft?T ^ , t --\ 

fa) 'TOftftcT 3lft*l$" % fW 3 $ 3lTO Rcjlfftf&l 3lfftdnft ?ft ft RSrfftf&t <*ft$ 

r\ n - p>i v f jl 

3Hy<t»Kl 3JR5R 6 ; . ..... ; ..^ r; , 

fa) 'w ft 54 % Tor to sifftfta ft; ^ k v; ^ 

\fa) 'Rem#' % 3riftft8H aft to 2 j9 tow W ft Sfftnfrd <t>Y£ 


, -fa) "TOcr#'* % 3ftftfTO aft to 2 aft tow (l) ftTO^^W* gftmftd <t>Y£ 
V Horeftf arfftiR : ' wfc'{$ % n v ? ? 

(^) TOgf fare 4 # 3i#r TO-TO^ 

<S) rrv W ^ ail^TO t 1 .. 

(i) iTTCcT ^d>R ^ *j?lldd *JT fitTO ; 1 nv^ ^ ■? > 'y 

(ii) ^ 5 ZI ^RgrR aft* TO ^ ; : ,. ..^ .. • ^ !?•;. .V 

(iii) ^ erfilTOn; #sfcr mm* TO ^ arii ffi a 

:-.' ^RfT'TO ;; ' • •.■•-•'?•• .V : ;' ! ' l ;' :/ 

(vif) “3T^hr' ^ cfioj<£< to ^ mVftd. ’TSTfar 
uHdT ^>t ^ fen? 3rarc>^ ^ fcitj 3rf^ ^ ; 

(5T) "^Hf^d'lcpi ?fR 3l1i^|g^ 1951 f^7R 419^ 4> 3T#T 

i pffcfra^r ^^rf^rfef % ; 

3. TdlfJlfJd <H&*I^.- $$tn ^ WT5I ^ aif^tMl TO, 3RteFf <!> ffofl 3i^l<t>I^ 
^»t T rf^r g>i ^ t\. sri^rf^m g>t to 69d> d5t ^rto ( 2 ) *<f> 3?#r 
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toft ftujd* dH^d 3 told, l|Rto, RFd, dSlRd dT qftftd toft ^ddT ft uPTcTT ft qgd ft foTVJ 
ara^r q>ftt qn ton drift q>ft ft H^JtwpTTsf "qqrfftto artorft'' ft drq 3 vsiftfld qtot I 

4. todd qrr totoift.- qto todd fd toft ft totot ft to, ato aitoifM 4 ft 
toft aitonft ft ftdR artodft ft 3 qgiftfed ftrm 3tk wft grpn toR afR ftftfftft 
ddlef4. dRd *K<fcR ft atftd g*HT ftdtftft told ^ ftftd W<PR ft ftlT 3?R vTdd tool arto>[£| 
q>T did 3iqft ft >MI§d qq ft Mchff^ld q>ftl I 

5. V<Slfi»f%a 3lfo®T$ ffRI to?T.- Mctoted dtftdft. toft ftd5d ft tocf aiftvwft dT toft 

w ^qmrcw ft toft 3 ?gftg ft qifft qR aito sri ft toft artoRUT dT dtqgft ft arfaton 
ft dRI 69d> ft dqgRT (2) 3 to to q>Rft ft ft toft d)Rd ft toft ft^R dTdd 4 tod qftto, 
Rdd, ddl% dT qtoto toft RjddT dT ddft dPT ft uRcTT ft qgd ft to 3ig^ dRft ft to to?I 
%^TT I 

•6. ftdc5d 5RT 3Pjftd dJT ftpfl uTRl.- (l) q>t£ toftl ftftSffi ftddd ft dt5cl attoRt ft toft 

q>pjtR qndd ft qiPid, qRfftci, qpq, disif^cf dT qftfftd fftftt ^hi ft wddT ft qgg ft fctq arg^ 
4»ift ft to aidft) f^icr>iqd ftv^ oftdi : 

qqg qftf aigto dddd ft ftto artoRI ft 3Pddi, dgto yr^r qr >naq ^ q* dRfd 
qj argqtqq ^ qqit^f%q arf^rqq^ qjt ^rt qnqqr: 

q^g q? 3lt? f«J> qf^ f^Rft Tfq qRq fifa ^ q>)^ qfcfq q^f ^ qt ^ aig^ig qq vRT ^q ^pst 
qj qqrroqj ^ ^cn^qq? gM argqtaq f%qT qrr ^tt i 

( 2 ) WT3d ^q-f^Tqq (l) qj aHfa RTRT fWl %qqqcT q>t 3Tf^RPT q>t f a?Wm q>t ETRI 69^ q?[ 
vjqgr^i (1 ) 4 u j iH>m ^R°if q? ^qg 4 gsrigr^ qR^ q?r anq^w^rr qj qixr ^ ^ ami wejh qR^t $ 
fciq q^sn q>Vn afrr Ft qn^ ^ q?grg q^ arg^g qit arr^ qteqr 3rf?rqq^ ^ qpqq ^ Ptqql 
^ ^TcPd TOT $ ftPiraeti ^>q f%md ^ qqrftflcT 3l^q>l^ ^dT I . 

(3) qqrf^rflcT aitor^ ^Rft *qfq*r ^ ^gqT q^r arq^ qr# qj fonj toft fferqq ^t aig^rg 
uf°i q£f q^dT 1 

(4) arg%g *ftto ^ ^ftorft qq ferto ^q ft ^ft qF^ 3 ft ft gft ^ 3ft? ^rq? srt qi 

ftto gRT ^T aftftqqft ft ^ftq^ffftq? toiqr ft 3-ftef SRI ft^lT ^FT ^dftdl : 

qftj qf^ argftg ft<w sri qr ^-ftcr sri ft^r rtch ft, l^rft $<ftqftfftqj f^tt^r urt F'Wisrf^d *rfti 
ton qqr ft ft ftftscT 3ftftq>ift argftg ftt q^ F^nftfti qfft ^qpw ^qqqi, torft 1ft qf qqifftfftd 
artoift ft qm ftft ftqqr qT ft-ftcT SRi argftg ftt qrf^r ft ftd to ftt arqfft ft qfg arrq 1 

(5) mf$r qq qftqi argftg ftt, qqilftto artonft sri d^rftt qrf^r qft ?nft^ afR qmq ft ^tri qq> 
tosot ^qgfttor qSt wqftt aft? g^ ft®R aitonft ftt, ^qrftt mf^r ft 24 ftft ftt 3toi ft tox vRrftt 
qrfft q>t atfftfftftcT ftn 1 

7 . atgftg ftt q^tqn ft toj atg^tg ft arf^rftsid ffttq tft^ ^ddi qr vj'dft ^tft ft 

gto qgdT attog ft ?m qq> ^tot urt q^ten ft qnqft, ft wm ft w 4 qsrf^rto ad?!^ 
ftq tft ntotfftft ft, ft tor afk gF, gqdT 3fR srtrot n^raft ft ftgqq ftft ft qffti ft 
tor ft d ft, afR artomd ft sfrt 70?5 ft ottri ( 1 ) ft ator l^rgqd ^Fftrq amnq tod 
Set ft toqRdtot 1 

8. argftg ftt qften.- (1) tod e ft aftd argftg ft q?, qftftfftr arf^tcto vRr ^iffti qi 
d^qqft ft qFWR q>ft ft tot gtogqd qqRT qtoT toft qr ^TTft ’TId ft afR TfRt ft vjqi 




[WTWH--'Bgg3(i)3 


WR3T TOTOFTO : 3TWTWTCW 


gjt^r wept g*, fte to M *JTOT wt wwro to gygtte ten ^r tst t TOntte ten & 3th wt>r 
4F Site WT 3th WW ^TT WT WW$ TO gft, ftete WWWT <fi\ Tg? $ fcR 3FcR>& TOf-V 

gw aFj&r ten tot t, wro gwtf 3 ww«i$> Wf w gw^R wm £ tem 3 ^ site gi 

TO^cft g>t TOfi WT ^RT WT $<to£lPl$ fxWHtfJ % f^fftm <& WW 4 \ 7 <f> ypT-TT, teW-7 4 fttei 
Wtel c£ TOW ftftte WT$a 3th WTO TO W isqf^f UT TORtfi £RF ^ ^ ^ ^ 

^rTO^TO48W^^TOW^f ^tWT, 5TWJ? iti 3th 3FTWT WxR 3th WF«#gRR, wft ^ #. TO&T 

gR^ cfr fhw ten l 

(2) ^ ajf^r WT TOTOtff i>, faW TO WW-teW (l) <fr 3ttffa ^TOT gft fllte ^ wf £, W 
ftftted Cfhftl 3th WTO TO Wftft is TOW TOffott W ^ g>t TOFT #, WftfcT teH 3ttew§ £ TFTO 

3Pjte ^ WTO $ fo%cT $ ftfttei RfO>lRw ^ft, ht wftfcT g> TO WTO? RJWWT TO 31^7% B>4t I 

(3) te tjWT gftt T2jte WT TOIScfi, faW TO WW-teW (l) <fc 3?te yjTOF gft 3l4hl g$t *\i g, 

te?ft arf^ro wt tete tew? t, ter ggiftte 3ite>ifl to to wwtwf w £, xi) ^tot ir*Y ?r 

ism WT fx|^TO> ^ ^-^cF TO te9ft ten? WT tete teWW g?t TOft ^V| J fl 

ath g>i# teT tetft 3ri^ro wr f^mfTO Rmro M ^ ww^f wro ?> ^cr wtr^ ^u, 
fh?hr 3 rtto w w wftfft im 3?teht ^ tot 3rfter $ wro ^ fhftrcr %, RPi^ RFV>iR?i 
^ wf^ ^ to ^tot w srrarhcr i^Wt I * 

(4) Rm 7 ^ Rtt^e wftfcT 3T3^m 3th ^r ^tt ^tt ^ ^wt gh^ ath ?w wx\ m fow 

gh^ft % tot 3T^w arf^rro g>t to 69g> -& toto (i) g>t qftft ^ %r 3ttctt 13th M ^tot ?i 
ww^ tot g>r 3?gw5 g>TO 13th ^% tof 3T^t? g> wro thfew ^i 

hnuihw^ft l 

(5) wrRrt%?r 3rf$g>ht ajfirwht to ^ TO i> ww ^prr g?t 3rgw^ gR^ g> 3^g 
^ wro wftfcr gJt RtoiRw g»r w?r 3th sjto ^tTO S t TOtfcto, tot w?g>R is 3^h ^ror 
JthfrfTOit ftror % wf%g g>r (t^ ?w4 ?w^ wro wftg*, ^tot sthfrfTOft f^roT' g^r tof t) vk$x\ 
^wt i 

(e) ggiRifed 3rfag>ht wftg ( ^jtot 5thfrfTO5t ftroi to 3f^m g? 3F^frg? gTO to wwt>r 
g> f^fft 3 tRtto»t wt toto# g>r giv^y wm 3 wfocr, m^fTO, jmw, totRct ?t TOgrt^w fTOn 
f^sg yjw arog gR^ ^ fen? R te ftr a ghnr; 

TOg ^tsw sjUraTOt ^ 3 f^fw ^t wfag, yjg?r ^tot to ^ftro TOf f^gr wtwf 
t efr ggiRtf^d wf^gn^ wwg5t ^tot $$ =ftecr 3rf^g»i^ TOt i 

9. 3titot wvnaff ^f ^rt «t amsg %w swto- (i) tew 7 sfR tew 8 # 3mte teft 
tot # te £<r *ft. TOTt^te 3Fte>ht 3TTTOT i> teft wiwh te ^rt tetw ^fhpi4 TOf 

t arftrn ath gte to^tt ^tot g?t w%r gh?T 3th tot to teR gter fl? g?T ar^te 3#tew g5t 
to 69^ gft wtort (i) ^ ^ £ 4tcR 3TOT t sth w 3ngTOg> wt w4t4hf sth wjRfrter ^ fa W 
^gwr wt ww^ wrw g?r fter rr ath 3T3^r g»F fcWtecT 4 Rfw>ifM wte wte, rjtoi 

sthfTtet tem g^r #ter j 

( 2 ) 3FTTO 5if^r ^ teft WTWet wte, ^wwt jthittet terw. wft wwgw wf wwwft # «n<n 
t tett ^tot wr wwa^ wrw g>t teft gi^y wmw to wtot g>t wgtr ^ te 3rgwg tott awgrog* 
wr ypft^n ath TO^rte %, ?fr gF tow? arf^tferteer gR} ^ tort, ^whw wro ^ wIM ^n 
wt ww^ wtw gft wwttte gR^ gr^ ^ <frtyy wter ^ te'^T % ^ tnprrw te TO wr wfto ter 
ter to^j4i wr g>r. wwg>r to g^ argwy te ter, tht tew ^ ghm. ht gg 

3 F FW» WWFfr I 
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(3) VftudH, (2) ft 3 izfk ^ ^rkt ^ 48 xM ft amdid, 

3 Tftel ftt PERT 7 if ^ ZTOT XRpfr f^eTRDT aik f^mf^T zfc tcP? cTT^TT ! 

(4) dftfci dft eft 3nf^r xr dfad. zjzrt jftdlM f^wr <f# 3 Fjfoj ^ arpfRd ^ w 

4 3tfcm 3TT^T xnkd dkm 3ik Zjft 3TcR>g cfRk fcT^ arj&J d>T dkM, ^fT jfleilPl'aS! ftWT SRI 

aroif aif!m an^r if wyAw ^ fazn ^t?tt fc dt wPert (2) d> anfkr uikt fax; dx; 3 t?Tf^r Pk?r gfr 
vjMWd fazrr ^mpn aik Aft zjtrt ^ faidM if dd zziffe zn toI v>MdT far vpi ft fen? zjzri 
<fa am^^r <& fax? ft^fad fazn i 

10. ZJtRT <ft 3T5R5^ ?5^ fa fax? ^IHUcHI fa OT^TT fat «fazn.- fafat fa^d* W # 3lfaf, 
xjkfad , 5TTCcT, zn XRtfrffaT fatft zn ddfa dFT fat 3 TcRt£ Wl fa fcH? ’TRcT # fatft d$R 
^irei fa fafat an^TT efft ^tt ndjfi if ld aifankt ^raiera fa an^r fat wkm prfcT fat snf^t xr 
gfaf dfa dffal, Z£tRT U1«hnt4$1 ffaTFT fal JRxJd dk*TT aik ^TWd PlSftld WT # tfTfafa WR*! 
^knr I 

11. 3Rjfasj Z6T fat* ftMem - fade* 3lfte$t fa 5TF<T 3RjfasT xr fatddT fa f^ETO ffadT vSUXFR 

far ffafat *ft dsn fa 3T^m fat snf^r fat enfazj fa 7 xmzt-ffafa fa arte dgf fam i 

12 . 5 RT ffafa*T 26 T aH^MleH fax? ZHlfa fa fcHJ «bkdli~ zfafa dKldfaf f^T 9 ^ 3 IeH^ 

arkf f^x? jt\t f^kr^T ^>t airmen wti A 3mw ?m % ^ wf^rf%d artokt ^kr4 , ^*hi 

f^TFi ^ ^ arj ’ Hl^ ^r W ^f^r *k^i4 kr arf^nr sirt 69^ ^ 

T 3 w?r (3) ^ ^>t ar^icFT f^xj anfto ^ 1 

13 . snt kr^ffi wtrt a^k cbk<n4 ^ fen; f^t aif^i M<jifllted 

f^T vSTRI— (l) JTEZig?ff M t cZjf^T 5^T fopfi ^ 3TsJk TfTOFf if 

afford, Ml^d, RM, *»T3T% ^ wftftcT ftRft ^RT ^ ^PRTT gft ^ feH? 3m^ Wl ^ l^ff ^1 
JIM atk^T TY cfk<?k ^ ^ fen? Mdl^d ^TT I 

(2) WMtff ^>T Mdlftted czrf^T f^TI ^nf^T xr ^ tit ^ ^ft?R Mdlftfed 3lf^kt «bt 
aikR^fcr zn zn f^^4> k f^id i~A^ gRf f^TT cf?t artkz4ff)^ 

k'n I 

14. ’dPlfel io4>- U'lf^d'lttJ'l df^lfci cf5t T TRT ^ 4>d k <?<?> 4R 4cJ4> ^pff 

aik g? mA fA*xt*ft g>t aiftfeiRad ^kff f^M?j f^zpfr ^ aizfk aikt ^ ^ asfaftzm 

eft EJM 69^ J3WRT (l) ^ vIM^f ^ arjflR f 3lk ZT^ ^ZJ t f^> 

^xresfr ft 3rj^R t, W f^^rff ft\ aniRd zr^ft aik zsfmt effr xigg ^ forq ffrft ftvgx 
dTXR aif^d, qkf^d, RFd, xfsrkd zn q^lftd Wc fd Z^RT ^T 3RERi® ^ ^ fcP? ail^f c b'i 

xftft I 

15 . qd i RiQid aitokt sm aftetaft -®r arjwq.- Mdif^f^d arf^kt rtm f^x? ^ 3ej^?i 31 k 
dd xr ^ cpkmt ^>t xjxjf arf^TeRi ^4<iPich didT zmzi if aik f^zff ztpr if z^Pm, 
xikf^d, 5 nxd, ^ 5 Tkd zn mtiftd ZJddT ^ viRdT ^ xtjg ^ f^ 3Md^ dRif ft dTdkf ^ Zp 5 RdZ if ft 
ZZldT I 

16 . arj^fi aik ftrerasii «r 'iiM-ffq #n.- jjtm f^x; ^ zr»ff ar^zfyf aik f^izraf affz d-i^ 
dk if ft\ df <f>kat^zif ft d?d if .^t ^fniPizrai zzlt vsnnqpff 1 


1 1 <14- 


I J W 


n «ll 44flMi-N^M‘l****» 
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(fom »(2) *ftn>) 


;'^*> •v r ;. r?M 


ftwsnra 


i. 


(a? cZjfzfcr, f^r 3lfa<wQ ^ t) 


2. 


3. 

5. 

6 . 
^ : 

7. 

8. 

9. 

10 . 
11 . 


: 




:s='.. 


: .... f^T :.. 

tefttfR : . ^ ^BeT cW) 4. (*lft St) •*.. 

*ii^i§ct (^lf^ ^rt t?f) ' ..... 

i-i Tcf ^r):........ 

*re f^w? ^q^Ri ^ 

(^rm uTBT ^ sTRT ^r, sift 3) 

^STR^cT/ ^ W! .. 

3TT# tft WI ;.„............. 

BJFRfeT^ : ...-."•• 

: ... ............... 

wr4 :.... 


12. *TEmcff SR ^37R?oT .* ........,.•.:. ......... 

fam ^RT g>T Sltd/fiRcT 3FTC^ WR 3ft) 

13. TfEZRcff 3>T WF 3T Srgf^lfrJ Tjfe TTKig# ^RT9R $31 513131, $33# $3T 5F3I3T. $3T 

5RR!T. $3 glRt^l $3T 5T3RTT 3fft ## 3T 3R3 5I3>R 33 HwJqifl I. f^RT# fclVJ 

33 $. (7), (8) (9). (10), (11) 3fft (12) $ 33cf*l 3ift t 1 


*r. 3 tqx»«s ^ ftnj si^ta ^ sift 

14. H'SleTO/^J >{K3>K 3$ f%t|iTf^/f^qfO|ai ; .... ! „A ; ..^^ ?r .. rrfi .?^^^l ;•% '? .’ 



15. 3? ^fcR, fvRT 33 3R$T33 f#3T 331 t 

(^>M^I M^lf^RTH fHPlf&sC 3ft) : . 

33T ftT33*ffi 3$ H*rai]/7T3TI $ 3$8TT 3$ 3^ t: ST/3^f 


16. 
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17. BT, amft t (f>W S>$) 

(i) ^TNcf git JTgcTT 3ft? 3RjS?n 3>T %cf 

(ii) 3TT?cT gSt wr 

(iii) ^7 gSt *^ 5 rr 

(iv) ft&fr TOstf Pl'isranj^ 

(v) c=fr^> czi^n 

(vi) '3M^W $ ^5^ 3FF?ra v5TF* ^ ^ $ fc*^ 

tr. H^icKi/xivKi WcbR ftwnftw ato craftier flan* 1 ! £ *rro ftwwcr ar&far *tr& 
i affect <fc sfft 

18. artertt ^>t :. 

19. <rerfSrerT :. 

20 . -SPT^T : .. 

21. TcfT : .. 


: ........fta ^13 : .. 

22. t^fvFr:.^ cPrrq) 

23. ?t) .... 

24. n)$\$d #) :... 

25. iA of <7>>f t) : . 

^ 3F*T ^rRT 

WcF^i?) ; i. 

2 . 

3. 

tfite: wh : ^ritsr 

fTr. 9(l6)/2004-ftfh| 

^r. Tf% ?fr, frg?RT 


> IIW'U* < it *M">* I.' t *1 4 Dili ' '| ■ .i^.|. IlllUd^k.l 
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NOTIFICATION 

New DelM, the 27* October, 2009 

G.S.R. 781 (E).— In exercise of the powers conferred by clause (z) of sub-section (2) of section 
87, read with sub-section (2) of section 09A of the Information Technology Act 2000, (21 of 2000), the 
Central Government hereby makes the following rules, namely: 

1. Short title and commencement. — (1) These rules may be called the Information Technology 
(Procedure and Safeguards for Blocking for Access of Information by Public) Rules, 2009. 

(2) They shall come into force on the date of their publication in the Official Gazette. 

2. Definitions.— In these rules, unless the context otherwise requires,- 

(a) “Act" means the Information Technology Act, 2000 (21 of 2000); 

(b) “computer resource" means computer resource as defined in clause (k) of sub-section (1) of 
section 2 of the Act; 

(c) “Designated Officer^ means an officer designated as Designated Officer under rule 3; 

(d) “Form" means a form appended to these rules; 

(e) “intermediary" means an intermediary as defined in clause (w) of sub-section (1) of section 2 
of the Act; 

(0 “nodal officer” means the nodal officer designated as such under rule 4; 

(g) "organisation” means - 

(i) Ministries or Departments of the Government of India; 

(ii) state Governments and Union territories; 

(iii) any agency of the Central Government, as may be notified in the Official Gazette, by 
the Central Government; 

(h) “request" means the request for blocking of access by the public any information generated, 
transmitted, received, stored or hosted in any computer resource; 

(i) “Review Committee” means the Review Committee constituted under rule 419A of Indian 
Telegraph Rules, 1951. 

3. Designated Officer.— The Central Government shall designate by notification in Official Gazette, an 
officer of the Central Government not below the rank of a Joint Secretary, as the "Designated Officer”, for 
the purpose of issuing direction for blocking for access by the public any information generated, 
transmitted, received, stored or hosted in any computer resource under Sub-section (2) of section 69A of 
toe Act. 

4. Nodal officer of organisation.— Every organisation for the purpose of these rules, shall designate 
one of its officer as the Nodal Officer and shall intimate the same to the Central Government in the 
Department of Information Technology under toe Ministry of Communications and Information 
Technology, Government of India and also publish the name of the said Nodal Officer on their website. 

5. Direction by Designated Officer.— The Designated Officer may, on receipt of any request from the 
Nodal Officer of an organisation or a competent court, by order direct any Agency of the Government or 
intermediary to block for access by the public any information or part thereof generated, transmitted, 
received, stored or hosted in any computer resource for any of the reasons specified in sub-section (1) of 
section 69A of the Act. 

6. Forwarding of request by organisation.— (1) Any person may send their complaint to the Nodal 
Officer of the concerned organisation for blocking of access by the public any information; generated, 
transmitted, received, stored or hosted in any computer resource: 

Provided that any request, other than the one from the Nodal Officer of the organisation, shall be 
sent with the approval of the Chief Secretary of the concerned State or Union territory to the Designated 
Officer: 
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Provided further that in case a Union territory has no Chief Secretary, then, such request may be 
approved by the Adviser to the Administrator of that Union territory. 

(2) The organisation shall examine the complaint received under sub-rule (1) to satisfy 
themselves about the need for taking of action in relation to the reasons enumerated in sub-section (1) of 
section 69A of the Act and after being satisfied, it shall send the request through its Nodal Officer to the 
Designated Officer in the format specified in the Form appended to these rules. 

(3) The Designated Officer shall not entertain any complaint or request for blocking of information 
directly from any person. 

(4) The request shall be in writing on the letter head of the respective organisation, complete in all 
respects and may be sent either by mail or by fax or by e-mail signed with electronic signature of the 
Nodal Officer: 

Provided that in case the request is sent by fax or by e-mail which is not signed with electronic 
signature, the Nodal Officer shall provide a signed copy of the request so as to reach the Designated 
Officer within a period of three days of receipt of the request by such fax or e-mail. 

(5) On receipt, each request shall be assigned a number alongwith the date and time of its receipt 
by the Designated Officer and he shall acknowledge the receipt thereof to the Nodal Officer within a 
period of twenty four hours of its receipt. 

7. Committee for examination of request. — The request alongwith the printed sample content of the 
alleged offending information or part thereof shall be examined by a committee consisting of the 
Designated Officer as its chairperson and representatives, not below the rank of Joint Secretary in 
Ministries of Law and Justice, Home Affairs, Information and Broadcasting and the Indian Computer 
Emergency Response Team appointed under sub-section (1) of section 70B of the Act. 

8. Examination of request— (1) On receipt of request under rule 6, the Designated Officer shall make 
all reasonable efforts to identify the person or intermediary who has hosted the information or part thereof 
as well as the computer resource on which such information or part thereof is being hosted and where he 
is able to identify such person or intermediary and the computer resource hosting the information or part 
thereof which have been requested to be blocked for public access, he shall issue a notice by way of 
letters or fax or e-mail signed with electronic signatures to such person or intermediary in control of such 
computer resource to appear and submit their reply and clarifications, if any, before the committee 
referred to in rule 7, at a specified date and time, which shall not be less than forty-eight hours from the 
time of receipt of such notice by such person or intermediary 

(2) In case of non-appearance of such person or intermediary, who has been served with the 
notice under sub-rule (1), before the committee on such specified date and time, the committee shall give 
specific recommendation in writing with respect to the request received from the Nodal Officer, based on 
the information available with the committee. 

(3) In case, such a person or intermediary, who has been served with the notice under sub-rule 
(1), is a foreign entity or body corporate as identified by the Designated Officer, notice shall be sent by 
way of letters or fax or e-mail signed with electronic signatures to such foreign entity or body corporate 
and any such foreign entity or body corporate shall respond to such a notice within the time specified 
therein, failing which the committee shall give specific recommendation in writing with respect to the 
request received from the Nodal Officer, based on the information available with the committee. 

(4) The committee referred to in rule 7 shall examine the request and printed sample information 
and consider whether the request is covered within the scope of sub-section (1) of section 69A of the Act 
and that it is justifiable to block such information or part thereof and shall give specific recommendation in 
writing with respect to the request received from the Nodal Officer. 

(5) The designated Officer shall submit the recommendation of the committee, in respect of the 
request for blocking of information alongwith the details sent by the Nodal Officer, to the Secretary in the 
Department of Information Technology under the Ministry of Communications and Information 
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Technology, Government of India {hereinafter referred to as the "Secretary, Department of Information 
Technology”). r * 


(6) The Designated Officer, on approval of the request by the Secretary, Department of 
Information Technology, shall direct any agency of the Government or the intermediary to block the 
offending information generated, transmitted, received, stored or hosted in their computer resource for 
public access within the time limit specified in the direction: 

Provided that in case the request of the Nodal Officer is not approved by the Secretary, 
Department of Information Technology, the Designated Officer shall convey the same to such Nodal 
Officer. 

9. Blocking of information in cases of emergency.— (1) Notwithstanding anything contained in rules 
7 and 8, the Designated Officer, in any case of emergency nature, for which no delay is acceptable, shall 
examine the request and printed sample information and consider whether the request is within the scope 
of sub-section(l) of section 69A of the Act and it is necessary or expedient and justifiable to block such 
information or part thereof and submit the request with specific recommendations in writing to Secretary, 
Department of Information Technology. 

(2) In a case of emergency nature, the Secretary, Department of Information Technology may, if 
he is satisfied that it is necessary or expedient and justifiable for bfOcking for public access of any 
information or part thereof through any computer resource and after recording reasons in writing, as an 
interim measure issue such directions as he may consider necessary to such identified or identifiable 
persons or intermediary in control of such computer resource hosting such information or part thereof 
without giving him an opportunity of hearing. 

(3) The Designated Officer, at the earliest but not later than forty-eight hours of issue of direction 
under sub-rule (2), shall bring the request before the committee referred to in rule 7 for its consideration 
and recommendation. 


(4) On receipt of recommendations of committee, Secretary, Department Of Information 
Technology, shall pass the final order as regard to approval of such request and in case the request for 
blocking is not approved by the Secretary, Department of Information Technology in his final order, the 
interim direction issued under sub-rule (2) shall be revoked and the person or intermediary in control of 
such information shall be accordingly directed to unblock the information for public access. 

10. Process of order of court for blocking of information. — In case of an order from a competent 
court in India for blocking of any information or part thereof generated, transmitted, received, stored or 
hosted in a computer resource, the Designated Officer shall, immediately on receipt of certified copy of 
the court order, submit it to the Secretary, Department of Information Technology and initiate action as 
directed by the^urt. 

1 1. Expeditious disposal of request — The request received from the Nodal Officer shall be decided 
expeditiously which in no case shall be more than seven working days from the date of receipt of the 
request. 

12. Action for non-compliance of direction by intermediary — in case the intermediary fails to 
comply with the direction Issued to him under rule 9, the Designated Officer shall, with the prior approval 
of the Secretary, Department of Information Technology, initiate appropriate action as may be required to 
comply with the provisions of sub-section (3) of section 69A of the Act. 

13. Intermediary to designate one person to receive and handle directions.— (t) Every intermediary 
shall designate at least one person to receive and handle the directions for blocking of access by the 
public any information generated, transmitted, received, stored or hosted in any computer resource under 
these rules. 
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(2) The designated person of the Intermediary shall acknowledge receipt of the directions to the 
Designated Officer within two hours on receipt of the direction through acknowledgement letter or fax or 
e-mail signed with electronic signature. 

14. Meeting of Review Committee.— The Review Committee shall meet at least once in two months 
and record its findings whether the directions issued under these rules are in accordance with the 
provisions of sub-section (1) of section 69A of the Act and if is of the opinion that the directions are not in 
accordance with the provisions referred to above, it may set aside the directions and issue order for 
unblocking of said information generated, transmitted, received, stored or hosted in a computer resource 

'for public access. 

15. Maintenance of records by Designated Officer.— The Designated Officer shall maintain complete 
record of the request received and action taken thereof, in electronic database and also in register of the 
cases of blocking for public access of the information generated, transmitted, received, stored or hosted 
in a computer resource. 

16. Requests and complaints to be confidential — Strict confidentiality shall be maintained regarding 
all the requests and complaints received and actions taken thereof. 

FORM 

[See rule 6(2)] 


A. Complaint 

1. Name of the complainant: -_ 

(Person who has sent the complaint to the Ministry/Department/State Govt./Nodal Officer) 

2. Address : __ 

City :_ Pin Code:_ 

3. Telephone :_(prefix STD code) 4. Fax (if any):_ 

5. Mobile (if any): __ 

6. Email (if any):_ 

B : Details of website/ computer resource/intermediary/ offending Information hosted on the 
website 

(Please give details wherever known) 

7. URL / web address : ___ 

8. IP Address :_ 

9. Hyperlink : __ 

10. Server/Proxy Server address :_ 

11. Name of the Intermediary :__ 

12. URL of the Intermediary :_ 

(Please attach screenshot/printout of the offending information) 

13. Address or location of intermediary in case the intermediary is telecom service provider, network 
service provider, internet service provider, web-hosting service provider and cyber cafe or other form 
of intermediary for which information under points (7), (8), (9), (10), (11) and (12) are not available. 
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C. Details of Request for blocking 

14. Recommendation/Comments of the Ministry/State Govt: 


15. - The level at which the comments/ recommendation have been approved 

(Please specify designation): _ ' 

16. Have the complaint been examined in Ministry/State Government: Y/N 

17. If yes, under which of the following reasdns it falls (please tick): 

(i) Interest of sovereignty or integrity of India 

(ii) Defence of India 

(iii) Security of the State 

(iv) Friendly relations with foreign States 

(v) Public order 

(vi) For preventing incitement to the commission of any cognisable offence relating to above 


D. Details of the Nodal Officer forwarding the complaint alongwith recommendation of the 
Ministry/State Govt, and related enclosures 

18. Name of the Nodal Officer: ___ . __ 

19. Designation :_ 

20. organisation :__ 

21. Address : • ___ ■ __ 


City: 

Pin Code: 

22. Telephone: 

(prefix STD code) 23. Fax (if any): 

24. Mobile (if any): 


25. Email (if any): 


E. Any other information : 


F. Enclosures: 

1 . 




2. 




3. 



Date: 


Place: 

Signature 


[No. 9(16)/2004-EC] 
N. RAVI SHANKER, Jt. Secy 
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^ te#, 27 3T3RJPT, 2009 

782(3T) — ^P0| teteoE 3Tfte00, 2000 (2000 P0 21) pE 0TTT 69PT 

pE TjqPRT (3) ^ RTP pfte, PTTT 87 0>t WTRT (2) ^ te (PP>) gRI PPP PfteoT P>7 teo PRcT } |lf 

tefclfte RpO Ptelt, 3Tte, : 


1. riter oro sftr teo - (i) 50 fteoi 00 Titer opt tjpot tefrfteE (l*fte> tetei or rjpor 
pE orter ate ptero prE ^ te otter ate tstEttp) Rpp, 2009 t i 

(2) $ *\mi E JEWISH pE ten pE yfP te 1 

2. ofteorp. - po ftenrt E, oro pp> tM Ti peppt 3 rEte 0 te- 

(p») ‘teTfteo" t* tjpot tefrfteft 3 rterpn 2000 (2000 pp 21) 3 tM?t t ; 

(a) "terr" t* tjtht pt Titer pit fteft te Ti propp ortep otto orftte t te ^ter 

3iter o?pst terr 3te ttpr ter-1 ; 

(0) 'te fter Tt tejPT Tim c£ 3 i?r: - teter Pte p> Rr teen?p ( -rr^terte, tept, 

te^Tcf eTT?P, PR tPR PT fteft 3PP W PEPO P7 v3Pte 3ltecT t ; 

(p) "wo oTfterte Tt terr te tjpot terEtei optpp pt 3ter rjpor teTfteE tem 

E PRO TTTPPT P?T Trf%fP 3ltep t ; 


(^ "tejsr pm" Tt terRpo te pttt 2 pE vJoprt ( 1 ) ^ (p) E wr tente 

tejPTTrmo 3rfter t ; 

(p) "tp^tt pppi" Tt orpt Tjran pt tep E te teft Pirate or Titer te^r 
PPOT Sifter t pfT oTT^ TJT8TT EtfcT P>T UPR WT Tt PI 3EPPP WT Tt tesfPTP PRft t. ftTTTPTT 
oRuiih TproT opt 5rttproi pr teRP or ante E oRte p) te fteE tejPT TTPTO PP>‘ 
3wif£)<j>d ofp, ter ^ ^PTR/srpqH, 3wrt^r pte ortterr ^ tte TjxRr E ^ror ^ ; 

( 75 ) "ttt^pt T^arr te" ^ ftei site grrr 3ritei pt tjprt pp te srprf^nT 3rte pi 

3TPrfElfHT 3TPPT 3Ttep t, oft ftet tejPT TTPPf E 3T^Tte TJPOT c?E PttepPT, 3r^‘dT PT 
PTPEPPT Tt TPTtel PRPT t ; 

(or) "TiPOT" t terfteo pE pttt 2 pE ppptp ( 1 ) ^ ^ (v) 4 ppi oirote tjpoi 

3Tted t ; 

(?r) "TjrRT ^rarr o^fter ^ ttt^pt ^rarr ppoi^i te p>i ’ppt Pte ^ te ^rap 

Etiter te ppte pE prot tete t ; 

(r) ''o^pte" ^ 3iteroo pE pttt 2 pE 'PPPRr (i) cE (p) E ppt oftefte oEf 
PTpte 3Ttep t ; 

(o) "orter" cE 3i?te, cpi^tR i pt ptopT pEt ptetp te rrfte, ttet orter 

ptepicft pfp^r o> Trite grrr teEt te^T tttpo A orte, teter, w<\ or teiRo tte 5 ptIpt# 

PT ^PPT PE ^TIOT PT PTTPP R^laPP PROT PT PTt 3rRfeifed PROT PT TIP? PROT I* - ; 

(d) "orter prE PTcft ^fte" ^ Pte prfte, $te^r - Pifte, tete 

^rppte, ppoprte pt 3op pppRui, ^fte, pptpr pt rrrfte, fteroo pt <.E tpp pt fate 3io 

T5PPROT, T3PTPR PT TTlfte PTP TTPlPTP TT. ^TtP>#r PT TJPP pE teE PT teaT^I 

Pte PT 3TtetecT 3TPPT PPF P7rE ^ te * tell RTdT ? p| T3PPtO f^PT RT PPTdT t; 

(^) "te' pt "OTtero te" ^ ^ teteor fteoi m te 3TtecT t, ofr ^teRo ri 
rteTRP, tete ^ tete, pErjer ^ prjpt pp^ ptet ^ pp^pt pon^l ^ ter terr p^t opt 
cPTTOT t te WPE 3T5^T te t ; 


i 
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(a) ‘^hAWiwh gfar % graftg gr? fag, i«$i ft fag 4tsw? ft 3?#g gfa 
|J*ff2f#WH gfftfa 3Tfa<T t; 

(or) "?jtot #fa" ft ^wgr vta wst ftw ws# ft fa? grafaftfg wwn?. 

fag aft? nfagr? artftftg #: 


(a) 'tfa> artwsft" ft artfcfag ftt gig ewi ft gn&m fli) ft g*n wfafai tfaw> 

3lfW5ft arfftftg t ; 

3. *» 4 Wix to# ft fa? Pftfft- (1) arttfag wft to ero wft vj^ro (3) ft 3 f#r ^faws artw*ft 
gr ftggr ft gtfte? w??ft aft? ftaro ft fa? ft# fag, zm uift m Q gw fa? g? fa# mbr ft 
faro, ggft g# fagr uu? j n r 

(2) w ?tt?w? ?jtot ft ftrtfa fagfafad fa# grft# afar# ft fa? giftrow# 

ft fag ^ift TO 'dtp*!!, 3f#5T :- 

fa) 3TRF=T gfi|W? gggj# TO ^rfggR TOHT ; 

fa) TOsp? w? £faw> art?!# gr ^ggr ft gwfawft aa#rro to gtfte? to?i ; 
(g) wig?# gr wrap? ft^wwtf to ggr toht aft? awro? wjsftt ; 
fa) TO3R fWT ft# gT W&R ?JWT TOFU# # ftfa fftTOeRT; 

fa TO?? ?f?HT ftg ws?ft gift gr wrg?g ftg# wrft ftpgN tor gr wrap? wft 
gfarfagggr; 

fa) fa# ftft grfftl W>t ?fgTg TOW? gT gft ftfa faPTcRT, fvt*A ^TTfW? ?JgTT W!t #1 
fagT % gT fa# W#ft ft? TOft TO t gT # ftg WT# ftt ftgTWHI ft fa? ftfag t ; 

fa) wrap? gm ft ^jrorr gror w®rrfaft ft 3 faro gr 3 rtgfa ftwftwr ft to ?w ft 
ftftfecT Wrap? TO? wft ftftfawrft fa? <w<wftuw ; 

fa) gcggg gfg to^ ^wr # wfrtfar ftfartf # fa# gwrt# # ?w#t # fa? rtwfar 
TO 5TO W5WWT ; 

fa) TO?^ 1 «HT # #rtfar 3 FW ftwg I 

(3) ^wfa^r (2) # tot inllrwi# to ^ fa? ?? fa# isfar Pfar # fa? tow 
ahtrtfe rttft aft? fa^wr wft to afa TO wtt#^w# # arwfa # #3? ^rtfaftro wrfftfa wft aiftfar 
wft to# l 

( 4 ) artw># ?t wjtot # utrtte? aft? ?raif w># # fa? ?w? # fa^r ft fa# 

sifar wr?rt # aifar# # wrr fa# ftfarc fag # ?Nfa tfaw? artw># wt hjto to giftte? 3 ft? ?Bt? 
tott # ?fam, mt ^fay arfa# wt wt wft # $PTO artw># wr ?jtot # to 

aifa gStfe? to# ft to fan tot t, # ft# #*g|e? tor t farro to fa^ #fa ht to wt 
^r wfaft # ftg ft ht tfaP # fa? artwwft gr^nr ft tot, ?ifa. to, ftro? ws# ft fa? 
gwftg fa? gnft # ftgmr t i 

(4) tfaw aifa# gr ft g ift te? gr wfa WRft ft fa? tor? to nfafg «faw.- (1) 

?TWR Rfaft TOW? ft fa# artftWRg wft fa# Wft^jE? TO? ft gfa, ?ftfa ( TOT gT ftufaf JJW 
#w!#gr^^gftgrftg?ft?faTOft ftfajnfifarwwftwRfft 1 

(2) g? fag (1) ft awftg tot g r fa m ft gw Jiifafo artftror to gT «fa ftft ftg«r 

arfawM wft, # to TOR ft wfaw wft rtfa ft fm rtfar ft g ft: fag 3 ft a#g gift fa? g? 
fag wft to wi# wt# aiigfar gt mfafg p# ft? ftg# ft jrftgg ft fa? ufafa wfar 1 

(3) g? fag (2) ft a#g TOafar ft to ftfemft gT arfftwrw to gw at? wwifang fafae 
ftgT, fagftr gpfts? gT ?njf fa? g? (ffa art?!# gT ^pRT # TO 3 fagT g|gf 11 
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(4) W33 ft WJ3ft3T WRTTEPP wfftr 3T 3Tfft37 3Tfft37TfM 3ft tfft37 3li3>ft 31 

^rt 3tt wftrer 3 t wig 3Rft ft fen? fttec? 37fft37ift $ ftft wzftm 5733 3tr 7 afR ftft aiGrtai £ 

W 33 $ cH$qi 4 3 Rft ft f^P? oRft I 

(5) 3Pfhss 3E?ft ft ten? Tfgrft 37ft aTKiftw 3ft 3 ez[^ wept ft W33ft ft 33Tfftfti 

37ftT37TfM 3T 3ERT7ET37 CZJfftr 3ft ftSR 37^357$ gRT fcTf&cT 33 3T ft33 gRI 3f3T37 37 ft?> 

aiRictjRl gRT, vjft 373? wRl3 3>t mRtI ft Rp-d Mfftl 37T 3 ft 3T WTdo'U Mfftl "377 ft, ^Rdrl fft3l Wrpn 
(fcEFfft 3tcRt?T feT^fto fftgft3>3 ft Rlfftfd ftftR gRT ftftgPT ft t) I 

(6) siMpl^H (2) ft 3T#T *TTfiW 37?ft ft foR fftft?T 3|3Tft 3Tcft 3TE3ft$T7 wft 37?ft cJTeiT ftgd 

arteTft W 33 ft ft Tgrfftfftr arRrwft 37 35 ^ 3 ? weft ft wiw < 3 fftr ftr ftft arsftsn ft gffui 
ft 3 PJW? Wftd? 37 ?ft ft fcpr fftfetT ft ’ft 3 F|ft 3 37^77 afR W?fft 7 fftftft Wlfft 33 ( 3 ) ft 
arEfpr ftgrfft^cf srRrwft ftr 3 ^tt i 

( 7 ) ftl'Sd arRrarft wtwt? ft ftwim, gaft afR eRRrt 3Rft, wft ?jfftjT3, 36ft j t afR w?i3'<ii 

ftT ft fftt? 3fR 3TFT eT7g3 3g3 gft ft WT^ 33ft 3T 3TT37ft 37 377 wftd? afR ?T3g 3»ft 

ft feP? WERT 337 3TPT RTg3 3f3 gft ?J?f£rd 37RT 3fR ?R7377 W733 37RT ft fcR ?fft 

?Tg3RT 3fR wgT3crr ft fcR wtPTwt ( 4 ) ft arftftr ’Ttq-qftl -<£ 3rRrarRt w wert ^ ’terttet^ 

czrf^T ^t ftt arjftET g^TT 1 

( 8 ) Pm 3 ^ wrftm (2) ^ ar#r arrft c^r Tfwft girft wrRm (2) ^ 37 EftT 

arezrftsTT gft mf^r T7 wrRm (4) ^ a^SRr ^77 TTgrRrflcT arf^Eft w wept g?r ’terpett) 
cqf^r, tm w ftRRT w ier^Rrgj f^Ed i-ftR ^ gRT 37^577 gft ^ft, ftW artoift 
^Rft 3TE2jftari gft ETTf^T 7$ to gt ^ gft am^l ^ ftftR aft^^Rj 1 

(9) wtRrr ( 4) ^ 3?#3 ygrtft^d wraftl ^t arftoft w ^6^ wer ’terttet3> sjf^r ^Rcft 

gRT 5TR7 gft 3T«rftaTT3ft 377 ^cT 3Tf^T^3 T^TT 1 

(10) WZJcEff 37T qglRlf^d 37%37Eft 3T 3^Jcfx WER 37T ’TERTTERP cZjf^T 3713^ 31 ^3'II 

3ft MEflcR 37 ^33? 3Rft ^ tcR[ Rrft?T T§3lft 3T^\ STEZjftW 3ft ftg? f^T ft ftl^d 

37fE737Eft ^T 3fftfftd 3^3T ( RSETlft wRld OT ^ fftft^T 3ft 3f3Tft 3Ecft 37E3fte7T ^ tftft?T 3T^ 

cTTte sftxl 'dftftfcld #ft 1 

5. gRT £fft>3> art^ 37 ^331 wftfeT 37 Wig 3Rft tft 33ft ft ^RTlftt fftft3^I 
c8R3T.~ 3EZT3ftf 31 3P3J3T WEPT 33 ’ERWET37 cZrf^T WfT ^3PT 3? 3g ^fftf^ld 3Rft eft 

33tRT 3fR 3WftT 37 TcTR 3? fftftcPJT j% ^37 37137^7 37 ^33T 3ft 37Pn^Tf d W ft wftftR 37 ftm> 
3#f fftWT 37RTT ft 3fR 37Rlfft3> ftftpft^dl Rft TiTEeft t 337 3TT3^f 37 ^J337 ft PlftW 37 37Tg 

3Rft ft W3eT ft 37c3lft37 W33lftt afR TjftgEJEft "Rft Wa( t 337fft Wdft 373Rftt ft fftftftw TR H3T3 
TgdT t aft? 3F ft fft 3T3ft ft W33ft ft 337fft%3 aifftcPlft 37 WEPT ft ’TRWERE wfftl 

gE3 ft chRdl4 ft| oTTft ft I 

6 . cBT 73rR3lfftc3 - W33'ft 3T 3>^cR WER 33 3ERT7337 aftftf 373ft 3>43l(M ft 3331 

ft fcTCT ftt WrRgEft ftft aft? ^33T 3ft ftMt3W afR tftwwft3W ft 33T^ R^ft 3T 37737^ 37 

^3RT ft 3Wlf£|<J>d 33 ft Wfttd? 3T ft3g 37?ft ft 37lftfft33 3fR Wdft 37EfpT 33R W? fftWll ft 

wiftfr ft arferam ft 3T3ft ft wzrcift 31 ftu^R weh 377 ^erttw wlftr ctreto j^tt ft 
fEE'ia W733 ft 37#T fftftl 371^mt ft tcR 3Rft ftw I 

7. R«m ft fftftft ftr ^H^dlcbT Rfftfft 3ft ft337 ft 3T3 ft 3W ft 373 

337 3R ftft afR ?rfftfcf 373ft wt ftr arfftferter 37 ftft fft 337 fft 33 3 ft wrfftwr (2) ft 37ft d 
wft fftir Tf^r fftft?r arfftRm 3ft STR 7 69 R 3ft wtto (3) ft wrftft ft 3 ej?tr t 3 fR 37ft 

RfftfcT ftt 3? 33 t fft fftft?r am fftf^ WTftfr ft 373W? 3ft t 3?T 3g 3ft 373ERT 3R 3ft37 

afR pfftftr ft, Rwft 37 ?pRt wftfar 3T wig fft3 377 ^7737 37737ft 37 ?j33T 377 wftftft gft3ftfft3^ 
arfftcRs ft f, 37?ft ft fen? anft?r wft 3R ?rftft i 
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8. ^ TC WIT.- (l) JR4 r? aifrd^, fuRTg> 3$Pfa tft>R> 3TO^T RR Hldtey Ri Ring 

cfj^ r> ten? fa^fi yf Rrafad afo^ya f. rS mf% tr srfoeKi r> ypR r*. ^fi 

mwTTOft ^r. ^ rtrt R>t 3raf^r R>t Rpnfa $ tort, f%Rn to R*n r> rj?t 3ri^% tr rjrri 

|kTOI$ 3T*teR3it R? fcT? 3lfr%RT % TR ijfi 5ft RT R tRRl %. R*g R>R f%R TORT I 


(2) ffcrft W ^ 3P^r, 3TRRTfa<R qftRTR TR Wtm RR^RlfM R> RTTfaTR R> loP? 4 

3RT9JT R> faRTR R^dy M^I RR RRyTITO arf^f ^RRT «£ Rpftdy c^ TR TO c& f^fl 4 

yTRfad srf^IeRgt R*t. 3RR>^r RR RT=ftcR WIT TR ytRF Rd ftRJ ^ BF W R>t 3TRfa <& 4fdy. 

R^d 4>Vll I 


9. jnfilcPR r> Urt «ra^t tr ^qro R>t Rrdtey tit tot uftfer.- (i) rs^ 

vjfr mm tr TO^ran farjR a r> nwPtiwi ( 2 ) tr £m 4 r> \3rPtrr ( 1 ) r> 3rcfto jnfaR>R r> 

f^RT tP^ STfaj^r TR yjdRT RR TO R> 4tcR fayft WTR R? TOR> RT RfapR R> 3P|jRR 3 RPftdy 
RT ^TJTF WIT t m $fll5R> 3TO^T TR yjRRT RR Rpftd* RvPl TR ^TTT? RR W Wn t TR £ft>R> 
3TO^T TR yjtRT RR RRfte? TR 3PRIF RR# R> toTR srf^T RTt tflRl^d Wn t TIT TOR& TTFIRdl 

WIT t, TO& 4>l44l^l R>t v»ilV J H ^ cTcdMR JTfd f^T ^ ^FPTd TOtlt 3T^tR cK^K 
l%TTf WITPTT I 

(2) WJ2? ^TTgR 4 3Tfa>^r TIT ^RRT TfR REZRpff ^ <t>4dl^ TIT gs^e>T TO ^ 

RRTTRm> oqf^i eirt tit Rsratff 5 rt w ^sq ^ jn%HT czif^r w RpfW m Ttrr? ^ rsir# gr<r 

5TW ^ R^ ^T3rt ^ tf4fSm g>4ai ^ 3T^W ^ t%TTf \5fT ^RT, ^ cbl4<t>cHN Tlfd ^eflR 

q^femt <£ 3TJRN ^TT^ Ridczfr ^ fen fi PRf c lf ^ d RWeff cf> TOT ^ ^ TT[cR WT 4l 

aTTfiRTlcfj f ;- 

(i) wjje* tor rr tit RR^ey tor <£ to jirIr f^n rtp! rtcT ftRft torr % 

TOTTRR ; 

(ii) WJR? TOR RR JTRToTR TIT 3T^TO ; TR 

(iii) RET14<ff TIT 3TteRTT ^ f^ R7 %Tft TOR feIR) TR TOR^RR RiT TORRR TR RERRlff 

^ WJlSR TOR RR WfTRRK^ clT3T RST TOTTRR #? vJRTRjt ^^culRdT R> feTR v3RTRR .; 

(iv) vJRRRjR RR^5R RTMR TR f^yft RfRTR fcIRT TR R^g ^ TOIIRR, RTTjtRTR Rf 3T5^RJT R> 
yiRte RPTJSR -TOR ^ R^rRR yjRRT cTR^ q^R jrnR RjRRT ; TR 

(v) RPTJ^R RTfRR ^ f^HfelRdd JTRtRTR R> feTR R^d TJRRT TO RfR 5TTRT R5RRT : 

(R>) RRTJ2R RRETR 4 ^HT R^fcTTlt R>T RRRt^RRR ; 

(TJ) ^5TT R*tt RR^RR RT^TOf TR R^TJRR RTTRRT RR STRRPyW R5RRT ; 

(H) 3{^qu| TR 3<tdR<R RTR%T 4> RPT RW ^ RTRf^d Ri'^dR RTTRR R>T 

vJ-d^lftlTR elRT ; TR 

(vi) WJiCR RTRTR TR f^yft cqfefcr R>I, f^RT^t aiRlPlRM ^ ^T RTwTRR f^RT £ 

TR fuRT^ RT^ Tt v3roTER TR^r RR R% t TR v3ft ^ceTBR Wt ^ feT? t, WTR^ 

SIR! TOR R)f R^ ^RT3Tt RR wRl^d JlTO R^I RTTORT t, #Rpt $ m 4)«H ^ fcTR RR^CR 
RTTRR ^ RjRRT TO RfRRT TR ^TOT f^c^I R5RRT I 

( 3 ) RSTOff TR RTt^dR TOR RR RTRTOR) aifRft 3ftR RR^T^ ^Rf^TRR (2) R> 3pflR 

RSJTf^lfe R5TRf RR RTcIR R^ RT^t RtR^tTOT 3ftR f^RRl%mT R#«R I 
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(4) fot? to* m mif&r m tjtht <£ aM yuwS m w*h <£ 

vmmm ajf^r m grcr vJM^Vi ^mr ui 4 <& ( 2 ) ~<£ 

wlta ^Rf tjxrt <S aiuaftra sn^Rp^rt ^ ft># ajf^r gst me ftRTT 1 

ar ^rr ctiuje* mn $ ajf^t ^ ^ ^ ^t 

4 ? &»j s>t 3fk ^ arfafrtpr m <trprj fatft aro <£ <£ 

3T#T cfc^HN ^5f f^RTI Ofn^n | 

10. Hlfa^a CRT fflflfc aifehtf $ TIT ^p=TT 4> T5T* «T llGlta.- fM TKJ 

m TOifld £fa*r> sm^f m cfc aM ^ft fom 4 ^ w&m ( 1 ) <& arEffa mf^r 3rf*r<h*°i grci 

ftRft 3RI H^viH <$ fcN, 3IRFT ^TR m ?cR^ ^ tft£ - 3T^fIN ^ <f>T 

^hh cPTi% ^r ^RU^nsft ^ *mrrcor ^ ar^T ^ for? arsrar *tncT 3 w hiiarri <i> 

w ^ i R r 4> »i4q i ^ 3 <& ftmm, ^ zit ^ sr^e f^n vrrw i 

It. faWt4teK TI q»T VTRf Rif RRF-tor 10 $ tot 3RT8JT <& ftm ^ PRPfT attto 

RR jnfep^t CRT «TT$ ^Ttf £fojg> Wfewtf ?JT ^FTT ^ ^ ^7 ^ 4 > fcP? f^ft cf> 

^ TfppftzRn «TH?7ft I 


NOTIFICATION 


I.R 9(16)/2004 i#. J 
T^. Tf^ 7RT7, Tfg^I Tff^ 


INw Delhi, the 27 th October, 2009 

G.S.R. 782 (E).— In exercise of the powers conferred by clause (za) of sub-section (2) of 
section 87, read with sub-section (3) of section 69B of the Information Technology Act 2000 (21 of 
2000), the Central Government hereby makes the following rules, namely:— 

1. Short title and commencement.— (1) These rules may be called the Information Technology 
(Procedure and safeguard for Monitoring and Collecting Traffic Data or Information) Rules, 2009. 

(2) They shall come into force on the date of their publication in the Official Gazette. 


2. Definitions — In these rules, unless the context otherwise requires,— 

(a) “Act" means the Information Technology Act, 2000 (21 of 2000); 

(b) “communication” means dissemination, transmission, carriage of information or signal in some 
manner and include both a direct communication and an indirect communication; 

(c) “communication link” means the use of satellite, microwave, radio, terrestrial line, wire, wireless 
or any other communication media to inter-connect computer resource, 

(d) “competent authority" means the Secretary to the Government of India in the Department of 
Information Technology under the Ministry of Communications and Information Technology; 

(e) “computer resource” means computer resource as defined in clause (k) of sub-section (1) of 
section 2 of the Act; 

(f) “cyber security incident” means any real or suspected adverse event in relation to cyber security 
that violates an explicitly or implicitly applicable security policy resulting in unauthorized access, 
denial of service/ disruption, unauthorised use of a computer resource for processing or storage 
of information or changes to data, information without authorisation; 

(g) “cyber security breaches” means unauthorised acquisition or unauthorised use by a person of 
data or information that compromises the confidentiality, integrity or availability of information 
maintained in a computer resource; 

(h) “information” means information as defined in clause (v) of sub-section (1) of section 2 of the 
Act; 

(i) “information security practices" means implementation of security policies and standards in 
order to minimize the cyber secunty incidents and breaches; 

(j) “intermediary" means an intermediary as defined in clause (w) of sub-section (1) of section 2 of 
the Act; 

(k) “monitor" with its grammatical variations and cognate expressions, includes to view or inspect or 
record or collect traffic data or information generated, transmitted, received or stored in a 
computer resource by means of a monitoring device; 
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(1) “monitoring device” means any electronic, mechanical, electro-mechanical, eiectK>*magr)etic, 
optical or other instrument, device, equipment or apparatus which is used or can be used,... 
whether by itself in combination with any other instrument, device, equipment or apparatus, to 
view or inspect or record or collect traffic date or ^formation; 

(m) "port” or "application port” means a set of software rules which identifies and permits 
communication between application to application, network to network, computer to compute*, 
computer system to computer system; 

(n) "Review Committee” means the Review Committee constituted under rule 419A of the Indian 
Telegraph Rules, 1951; 

(o) ‘security policy” means documented business rules and processes for protecting information 
and the computer resource; 

(p) “traffic data” means traffic data as defined in Explanation (it) to section 69B of fire Act. 

3. Directions for monitoring.— (1) No directions for monitoring and collection of traffic data or 

information under sub-section (3) of section 69B of the Act shall be issued, except by an order made by 
the competent authority. ^ . 

(2) The competent authority may issue directions for monitoring for any or all of the following 

purposes related to cyber security, namelyr-f f ^ 

(a) forecasting of imminent cyber incidents, 

(b) monitoring network application with traffic data or information on computer resource; 

(c) identification and determination of viruses or computer contaminant; 

(d) tracking cyber security breaches or cyber securit/inckJents; 

(e) tracking computer resource breaching cyber security or spreading virus or computer 
contaminants; 

(f) identifying or tracking of any person who has breached, or is suspected of having 
breached or being likely to breach cyber security; 

(g) undertaking forensic of the concerned computer resource as a part of investigation or 
internal audit of information security practices in the computer resource; 

(h) accessing a stored information for enforcement of any pro vi s io n s of the laws relating to 
cyber security for the time being in force; 

(i) any other matter relating to cyber security. 

(3) Any direction issued by the competent authority under sub-rule (2) shall contain reasons for such 
direction and a copy of such direction shall be forwarded to the Review Committee within a period of 
seven working days. 

(4) The direction of tha competent authority for monitoring and collection of traffic date or information 
may include the monitoring and collection of traffic data or information from any peraon or class of 
persons or relating to any particular subject whether such traffic data or information, or class of traffic 
data or information, are received with one or more computer resources, being a computer resource likely 
to be used for the generation, transmission, nosering, storing of traffic data or information from or to one 
particular person or one or many set of premises. 

4. Authorised agency of Government for monitoring and coHectfon of traffic data or 
information.— (1) The competent authority may authorise any agency oftoe government for monitoring 
and collection of traffic data or information generated, transmitted, received or stored in any computer 
resource. 

(2) The agency authorised by the competent authority under sub-rule (1) shall designate one or 
more nodal officer, not below the rank of the Deputy Secretary to the Government of India, for the 
purpose to authenticate and sendthe requisition conveying direction issued under rule 3 to the 
designated officers of the concerned Intermediary or person in-charge of computer resources. 

(3) The requisition under sub-rule (2) shall specify the name and designation of the officer or the 
agency to whom the monitored or collected traffic data or information is to be disclosed. 

(4) The intermediaries or person in-charge otcomputer resource shall designate one ormore 
officers to receive reqirisftion and to handle such requisition from the nodal officer for monitoring: or 
collection of traffic data or information. 
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(5) The requisition conveying directions for monitoring shall be conveyed to the designated 
officers of the intermediary or person in-charge of computer resources, in writing through letter or fax by 
the nodal officer or delivered, (including delivery by email signed with electronic signature), by an officer 
not below the rank of Under Secretary or officer of the equivalent rank. 

(6) The nodal officer issuing the requisition conveying directions for monitoring under sub-rule 
(2) shall also make a request in writing to the designated officer of intermediary or person in-charge of 
computer resource for monitoring in accordance with the format indicated in such requisition and report 
the same to the officer designated under sub-rule (3). 

(7) The nodal officer shall also make a request to the officer of intermediary or person in-charge 
of computer resource designated under sub-rule (4) to extend all facilities, co-operation and assistance 
in installation, removal and testing of equipment and also enable online access or to secure and provide 
online access to the computer resource for monitoring and collecting traffic data or information. 

(8) On receipt of requisition under sub-rule (2) conveying the direction issued under sub-rule (2) 
of rule 3, the designated officer of the intermediary or person in-charge of computer resource deslj i*ued ' 
under sub-rule (4) shall acknowledge the receipt of requisition by way of letter or fax or electronically 
signed e-mail to the nodal officer within a period of two hours from the time of receipt of such requisition. 

(9) The officer of the intermediary or person in-charge of computer resource designated under 
sub-rule (4) shall maintain proper records of the requisitions received by him. 

^ (10) The designated officer of the intermediary or person in-charge of computer resource shall 
forward in every fifteen days a list of requisition conveying direction for monitoring or collection of traffic 
data or information to the nodal officer which shall include details such as the reference and date of 
requisition conveying direction of the concerned competent authority. 

5. Intermediary to ensure effective check in handling monitoring or collection of traffic data or 
information. — The intermediary or person in-charge of computer resources shall put in place adequate 
and effective internal checks to ensure that unauthorised monitoring or collection of traffic data or 
information does not take place and extreme secrecy is maintained and utmost care and precaution is 
taken in the matter of monitoring or collection of traffic data or information as it affects privacy of citizens 
and also that this matter is handled only by the designated officer of the intermediary or person in- 
charge of computer resource. 

6. Responsibility of intermediary. — The intermediary or person in-charge of computer resource shall 
be responsible for the actions of their employees also, and in case of violation of the provision of the Act 
and rules made thereunder pertaining to maintenance of secrecy and confidentiality of information or 
any unauthorised monitoring or collection of traffic data or information, the intermediary or person in¬ 
charge of computer resource shall be liable for any action under the relevant provision of the laws for the 
time being in force. 

7. Review of directions of competent authority.— The Review Committee shall meet at least once in 
two months and record its findings whether the directions issued under sub-rule (2) of rule 3 are in 
accordance with the provisions of sub-section (3) of section 69B of the Act and where the Review 
Committee is of the opinion that the directions are not in accordance with the provisions referred to 
above, it may set aside the directions and issue order for destruction of the copies, including 
corresponding electronic record of the monitored or collected traffic data or information. 

8. Destruction of records.— (1) Every record, including electronic records pertaining to such directions 
for monitoring or collection of traffic data shall be destroyed by the designated officer after the expiry of a 
period of nine months from the receipt of direction or creation of record, whichever is later, except in a 
case where the traffic data or information is, or likely to be, required for functional requirements. 

(2) Save as otherwise required for the purpose of any ongoing investigation, criminal complaint 
or legal proceedings the intermediary or the person in-charge of computer resource shall destroy 
records pertaining to directions for monitoring or collection of information within a period of six months of 
discontinuance of the monitoring or collection of traffic data and in doing so they shall maintain extreme 
secrecy. 
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9. Prohibition of monitoring or collection of traffic data or information without authorisation — 

(1) Any person who, intentionally or knowingly, without authorisation under sub-rule (2) of rule 3 or sub¬ 
rule (1) of rule 4, monitors or collects traffic date or information, or attempts to monitor or collect traffic 
data or information, or authorises or assists, any person to monitor or collect traffic data or information in 
the course of its occurrence or transmission at any place within India, shall be proceeded against, 
punished accordingly under the relevant provisions of the law for the time being in force. 


(2) The monitoring or collection of traffic data or information in computer resource by the employee 
of an intermediary or person in-charge of computer resource or a person duly authorised by the 
intermediary, may be undertaken in course of his duty relating to the services provided by that 
intermediary, if such activities are reasonably necessary for the discharge his duties as per the 
prevailing industry practices, in connection with the following matters, namely 

(i) installation of computer resource or any equipment to be used with computer resource; or 

(ii) operation or maintenance of computer resource; or 

(iii) installation of any communication link or software either at the end of the intermediary or 
subscriber, or installation of user account on the computer resource of intermediary and testing 
of the same for its functionality; 

(iv) accessing stored information from computer resource relating to the installation, connection or 
maintenance of equipment, computer resource or a communication link or code, or 

(v) accessing stored information from computer resource for the purpose of — 

(a) implementing information security practices in the computer resource; 

(b) determining any security breaches, computer contaminant or computer virus; 

(c) undertaking forensic of the concerned computer resource as a part of investigation or 
internal audit; or 

(vi) accessing or analysing information from a computer resource for the purpose of tracing a 
computer resource or any person who has contravened, or is suspected of having 
contravened or being likely to contravene, any provision of the Act that is likely to have an 
adverse impact on the services provided bv the intermediary. 


(3) The intermediary or the person in-charge of computer resource and its employees shall maintain 
strict secrecy and confidentiality of information while performing the actions as specified under sub-rule 
( 2 ). 


(4) The details of monitored or collected traffic data or information shall not be used or disclosed by 
intermediary or person in-charge of computer resource or any of its employees to any person other than 
the intended recipient of the said information under sub-rule (2) of rule 4. Any intermediary or its 
employees or person in-charge of computer resource who contravenes the provisions of this rule shall 
be proceeded against and punished accordingly under the relevant provisions of the Act or any other 
law for the time being in force. 

10. Prohibition of disclosure of traffic data or information by authorised agency.— The details of 
monitored or collected traffic data or information shall not be used or disclosed by the agency authorised 
under sub-rule (1) of rule 4 for any other purpose, except for forecasting imminent cyber threats or 
general trend of port-wise traffic on Internet, or general analysis of cyber incidents, or for investigation or 
in judicial proceedings before the competent court in India. 

11. Maintenance of confidentiality.— Save as otherwise provided in rule 10, strict confidentiality shall 
be maintained in respect of directions for monitoring or collection of traffic data or information issued by 
the competent authority under these rules. 
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